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Summary

CVE CVE-2021-32662

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-03 22:15:00 UTC

Updated 2021-06-21 14:21:00 UTC

Description Backstage is an open platform for building developer portals, and techdocs-common contains common functionalities for Backstage's TechDocs. In `@backstage/techdocs-common` versions prior to 0.6.3, a malicious actor could read sensitive files from the environment where TechDocs documentation is built and published by setting a particular path for `docs_dir` in `mkdocs.yml`. These files would then be available over the TechDocs backend API. This vulnerability is mitigated by the fact that an attacker would need access to modify the `mkdocs.yml` in the documentation source code, and would also need access to the TechDocs backend API. The vulnerability is patched in the `0.6.3` release of `@backstage/techdocs-common`.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Backstage Backstage All All All All

Application Linuxfoundation Backstage All All All All

References

Reference Source Link Tags

Release release-2021-05-27 · backstage/backstage · GitHub MISC github.com

TechDocs mkdocs.yml path traversal · Advisory · backstage/backstage · GitHub CONFIRM github.com

Add validation to prevent docs_dir from being an absolute path · backstage/backstage@8cefadc · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982356 Nodejs (npm) Security Update for @backstage/techdocs-common (GHSA-pgf8-28gg-vpr6)
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