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CVE-2021-32684 - advisory for GHSA-52gp-gwwh-qrg4

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assauvuacurrnumsucvan — Gertain versions of Magento-scripts from Scandipwa contain the
' following vulnerability:

magento-scripts contains scripts and configuration used by Create
Magento App, a zero-configuration tool-chain which allows one to
deploy Magento 2. In versions 1.5.1 and 1.5.2, after changing the
function from synchronous to asynchronous there wasn't implemented
handler in the start, stop, exec, and logs commands, effectively making
them unusable. Version 1.5.3 contains patches for the problems.

CVE-2021-32684 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: ) scandipwa - create-magento-app version >= 1.5.1, <= 1.5.2

CVSS3 Score: _

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[[NONE) INONE |
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vesulipuunl rays LIlIn

Missing Handler in @scandipwa/magento-scripts - Advisory - () CONFIRM github.com/scandipwa/create-magento-

scandipwa/create-magento-app - GitHub app/security/advisories/GHSA-52qp-gwwh-qrg4
fixed exec and logs command throwing an error with EEmrEl ) MISC github.com/scandipwa/create-magento-
docker.getContainers - scandipwa/create-magento- app/commit/89115db7031e181eb8fb4ec2822bc6cab88e7071

app@89115db - GitHub

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

Related QID Numbers

982089 Nodejs (npm) Security Update for @scandipwa/magento-scripts (GHSA-52qp-gwwh-qrg4)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Scandipwa Magento-scripts 1.5.1 All All All
Application Scandipwa Magento-scripts 1.5.2 All All All

cpe:2.3:a:scandipwa:magento-scripts:1.5.1:*:*:*:*:node.js:*:*:

cpe:2.3:a:scandipwa:magento-scripts:1.5.2:*:*:*:*:node.js:*:*:

No vendor comments have been submitted for this CVE
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