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Summary

CVE CVE-2021-32689

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-12 19:15:00 UTC

Updated 2022-07-02 19:58:00 UTC

Description Nextcloud Talk is a fully on-premises audio/video and chat communication service. In versions prior to 11.2.2, if a user was able to reuse an earlier used username, they could get access to any chat message sent to the previous user with this username. The issue was patched in versions 11.2.2 and 11.3.0. As a workaround, don't allow users to choose usernames themselves. This is the default behaviour of Nextcloud, but some user providers may allow doing so.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nextcloud Talk All All All All

References

Reference Source

Reusable user ids one to one chats by nickvergessen · Pull Request #5633 · nextcloud/spreed · GitHub MISC

Release v11.3.0 · nextcloud/spreed · GitHub MISC

HackerOne MISC

Release v11.2.2 · nextcloud/spreed · GitHub MISC

Nextcloud Talk not properly disassociating users from chats after account deletion · Advisory · nextcloud/security-advisories · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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