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Summary

CVE CVE-2021-32719

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-28 16:15:00 UTC

Updated 2021-07-02 15:50:00 UTC

Description RabbitMQ is a multi-protocol messaging broker. In rabbitmq-server prior to version 3.8.18, when a federation link was displayed in the RabbitMQ management UI via the `rabbitmq_federation_management` plugin, its consumer tag was rendered without proper <script> tag sanitization. This potentially allows for JavaScript code execution in the context of the page. The user must be signed in and have elevated permissions (manage federation upstreams and policies) for this to occur. The vulnerability is patched in RabbitMQ 3.8.18. As a workaround, disable the `rabbitmq_federation_management` plugin and use [CLI tools](https://www.rabbitmq.com/cli.html) instead.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vmware Rabbitmq All All All All

References

Reference

Escape the consumer-tag value in federation mgmt by dentarg · Pull Request #3122 · rabbitmq/rabbitmq-server · GitHub

usd-2021-0011 | usd Herolab

Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS) in RabbitMQ federation management plugin · Advisory · rabbitmq/rabbitmq-server · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

182256 Debian Security Update for rabbitmq-server (CVE-2021-32719)

240980 Red Hat Update for OpenStack Platform 16.2.4 (RHSA-2022:8851)

296065 Oracle Solaris 11.4 Support Repository Update (SRU) 39.107.1 Missing (CPUOCT2021)
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375663 RabbitMQ Server Cross-Site Scripting Vulnerability (Zero day)

751191 OpenSUSE Security Update for rabbitmq-server (openSUSE-SU-2021:1334-1)

751206 OpenSUSE Security Update for rabbitmq-server (openSUSE-SU-2021:3325-1)
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