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CVE-2021-32727 - advisory for GHSA-5v33-r9cm-7736
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Certain versions of Nextcloud from Nextcloud contain the following
vulnerability:

Nextcloud Android Client is the Android client for Nextcloud. Clients
using the Nextcloud end-to-end encryption feature download the public
and private key via an API endpoint. In versions prior to 3.16.1, the
Nextcloud Android client skipped a step that involved the client
checking if a private key belonged to a previously downloaded public

certificate. If the Nextcloud instance served a malicious public key, the data would be
encrypted for this key and thus could be accessible to a malicious actor. The vulnerability is
patched in version 3.16.1. As a workaround, do not add additional end-to-end encrypted
devices to a user account.

CVSS3 Score: 7.5 - HIGH

Attack
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NETWORK LOW NONE NONE

Scope Confidentiality
Impact
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Impact
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Impact

UNCHANGED HIGH NONE NONE

CVSS2 Score: 5 - MEDIUM
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NETWORK LOW NONE

Confidentiality
Impact

Integrity
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Availability
Impact

PARTIAL NONE NONE

CVE-2021-32727 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  nextcloud - security-advisories version < 3.16.1
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CVE References

Description Tags Link

end_to_end_encryption_rfc/RFC.md at
7f002996397faefb664019a97ebb0a1e210f64f0
· nextcloud/end_to_end_encryption_rfc ·
GitHub

github.com

text/html

 MISC
github.com/nextcloud/end_to_end_encryption_rfc/blob/7f002996397faefb664019a97ebb0a1e210f64f0/RFC.md#further-
devices

check e2e keys by tobiasKaminsky · Pull
Request #8438 · nextcloud/android · GitHub

github.com

text/html

 MISC github.com/nextcloud/android/pull/8438

HackerOne hackerone.com

text/html

 MISC hackerone.com/reports/1189162

End-to-end encryption device setup did not
verify public key · Advisory · nextcloud/security-
advisories · GitHub

github.com

text/html

 CONFIRM github.com/nextcloud/security-advisories/security/advisories/GHSA-5v33-r9cm-7736

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Nextcloud Nextcloud All All All All

No vendor comments have been submitted for this CVE
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