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CVE CVE-2021-32740
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2021-07-06 15:15:00 UTC
Updated 2023-11-07 03:35:00 UTC
Description Addressable is an alternative implementation to the URI implementation that is part of Ruby's standard library. An uncontrol

1|

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Addressable Project Addressable All All All All
Operating System Fedoraproject Fedora 33 All All All
Operating System Fedoraproject Fedora 34 All All All

References |
Reference Source Link

[SECURITY] Fedora 34 Update: rubygem-addressable-2.7.0-5.fc34 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 34 Update: rubygem-addressable-2.7.0-5.fc34 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 33 Update: rubygem-addressable-2.7.0-5.fc33 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 33 Update: rubygem-addressable-2.7.0-5.fc33 - package-announce - Fedora Mailing-Lists
Regular Expression Denial of Service in Addressable templates - Advisory - sporkmonger/addressable - GitHub
Adding note about ReDoS vulnerability - sporkmonger/addressable@0d8a312 - GitHub

CVE Program record

NVD vulnerability detail
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lists.fedorapro
lists.fedorapro
lists.fedorapro

lists.fedorapro

CONFIRM  github.com

MISC

github.com

CVE.ORG www.cve.org

NVD

nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SDFQM2NHNAZ3NNUQZEJTYECYZYXV4UDS/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SDFQM2NHNAZ3NNUQZEJTYECYZYXV4UDS/
https://github.com/sporkmonger/addressable/security/advisories/GHSA-jxhc-q857-3j6g
https://github.com/sporkmonger/addressable/commit/0d8a3127e35886ce9284810a7f2438bff6b43cbc
https://www.cve.org/CVERecord?id=CVE-2021-32740
https://nvd.nist.gov/vuln/detail/CVE-2021-32740

Legacy QID Mappings

180001 Debian Security Update for ruby-addressable (CVE-2021-32740)
239895 Red Hat Update for Satellite 6.10 (RHSA-2021:4702)

281866 Fedora Security Update for rubygem (FEDORA-2021-e9fc035565)
281867 Fedora Security Update for rubygem (FEDORA-2021-5d14763df8)
502182 Alpine Linux Security Update for ruby-addressable

900057 CBL-Mariner Linux Security Update for rubygem-addressable 2.7.0
900314 CBL-Mariner Linux Security Update for rubygem-addressable 2.7.0

902806 Common Base Linux Mariner (CBL-Mariner) Security Update for rubygem-addressable (4693)
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