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CVE CVE-2021-32751
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-20 23:15:00 UTC

Updated 2021-07-30 12:53:00 UTC

Description Gradle is a build tool with a focus on build automation. In versions prior to 7.2, start scripts generated by the “application™ pl
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gradle Gradle All All All All
Reference Source Link

The perils of Bash ‘eval’. Reflection injection. | by Stephen Fox | .debug | Medium MISC medium.com

Arbitrary code execution via specially crafted environment variables - Advisory - gradle/gradle - GitHub ~ CONFIRM  github.com

BashFAQ/048 - Greg's Wiki MISC mywiki.wooledge.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

502095 Alpine Linux Security Update for gradle

754009 SUSE Enterprise Linux Security Update for gradle (SUSE-SU-2023:2203-1)
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