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Summary

CVE CVE-2021-32772

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-03 15:15:00 UTC

Updated 2022-04-25 17:25:00 UTC

Description Poddycast is a podcast app made with Electron. Prior to version 0.8.1, an attacker can create a podcast or episode with malicious characters and execute commands on the client machine. The application does not clean the HTML characters of the podcast information obtained from the Feed, which allows the injection of HTML and JS code (cross-site scripting). Being an application made in electron, cross-site scripting can be scaled to remote code execution, making it possible to execute commands on the machine where the application is running. The vulnerability is patched in Poddycast version 0.8.1.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Electronjs Poddycast 0.8.0 All All All

References

Reference

poddycast/helper_entries.js at 8d31daa5cee04a389ec35f974959ea3fe4638be9 · MrChuckomo/poddycast · GitHub

poddycast/feed.js at 8d31daa5cee04a389ec35f974959ea3fe4638be9 · MrChuckomo/poddycast · GitHub

Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection') in helper_entries · Advisory · MrChuckomo/poddycast · GitHub

poddycast/favorite.js at 8d31daa5cee04a389ec35f974959ea3fe4638be9 · MrChuckomo/poddycast · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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