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Certain versions of Contour from Projectcontour contain the following
vulnerability:

Contour is a Kubernetes ingress controller using Envoy proxy. In
Contour before version 1.17.1 a specially crafted ExternalName type
Service may be used to access Envoy's admin interface, which Contour
normally prevents from access outside the Envoy container. This can
be used to shut down Envoy remotely (a denial of service), or to expose

the existence of any Secret that Envoy is using for its configuration, including most notably
TLS Keypairs. However, it *cannot* be used to get the *content* of those secrets. Since this
attack allows access to the administration interface, a variety of administration options are
available, such as shutting down the Envoy or draining traffic. In general, the Envoy admin
interface cannot easily be used for making changes to the cluster, in-flight requests, or
backend services, but it could be used to shut down or drain Envoy, change traffic routing, or
to retrieve secret metadata, as mentioned above. The issue will be addressed in Contour
v1.18.0 and a cherry-picked patch release, v1.17.1, has been released to cover users who
cannot upgrade at this time. For more details refer to the linked GitHub Security Advisory.
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CVE-2021-32783 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  projectcontour - contour version < 1.17.1

�

 �

https://cve.report/
https://cve.report/CVE-2021-32783/mitre
https://cve.report/CVE-2021-32783/nist
https://cve.report/CVE-2021-32783/cve_org
https://cve.report/CVE-2021-32783.pdf
http://cve.report/software/projectcontour/contour
http://cve.report/vendor/projectcontour
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/


← Previous ID Next ID→

Vector Complexity

NETWORK LOW SINGLE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

PARTIAL NONE PARTIAL

CVE References

Description Tags Link

ExternalName Services can be
used to gain access to Envoy's
admin interface · Advisory ·
projectcontour/contour · GitHub

github.com

text/html

 CONFIRM github.com/projectcontour/contour/security/advisories/GHSA-5ph6-qq5x-
7jwc

Release Contour v1.17.1 ·
projectcontour/contour · GitHub

github.com

text/html

 MISC github.com/projectcontour/contour/releases/tag/v1.17.1

cherrypicks for v1.17.1 (#3909) ·
projectcontour/contour@b53a5c4
· GitHub

github.com

text/html

 MISC
github.com/projectcontour/contour/commit/b53a5c4fd927f4ea2c6cf02f1359d8e28bef852e

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

981425 Go (go) Security Update for github.com/projectcontour/contour (GHSA-5ph6-qq5x-7jwc)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Projectcontour Contour All All All All

No vendor comments have been submitted for this CVE
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