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Summary

CVE CVE-2021-3282

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-01 16:15:00 UTC

Updated 2022-10-25 20:52:00 UTC

Description HashiCorp Vault Enterprise 1.6.0 & 1.6.1 allowed the `remove-peer` raft operator command to be executed against DR secondaries without authentication. Fixed in 1.6.2.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hashicorp Vault 1.6.0 All All All

Application Hashicorp Vault 1.6.1 All All All

Application Hashicorp Vault 1.6.0 All All All

Application Hashicorp Vault 1.6.1 All All All

References

Reference Source

HCSEC-2021-04 - Vault Enterprise’s DR Secondaries Allowed Raft Peer Removal Without Authentication - Security - HashiCorp Discuss MISC

HashiCorp Vault: Multiple Vulnerabilities (GLSA 202207-01) — Gentoo security GENTOO

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501932 Alpine Linux Security Update for vault

710575 Gentoo Linux HashiCorp Vault Multiple Vulnerabilities (GLSA 202207-01)
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