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CVE CVE-2021-3283
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-01 16:15:00 UTC
Updated 2021-02-04 20:53:00 UTC
Description HashiCorp Nomad and Nomad Enterprise up to 0.12.9 exec and java task drivers can access processes associated with ot

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hashicorp Nomad All All All All
Application Hashicorp Nomad All All All All
Application Hashicorp Nomad All All All All
Application Hashicorp Nomad All All All All

References
Reference Source Link
HCSEC-2021-01- Nomad'’s Exec and Java Task Drivers Did Not Isolate Processes - Security - HashiCorp Discuss MISC discuss.has
CVE Program record CVE.ORG www.cve.or

NVD vulnerability detail NVD nvd.nist.go\

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179553 Debian Security Update for nomad (CVE-2021-3283)

501642 Alpine Linux Security Update for nomad


https://cve.report/
https://cve.report/CVE-2021-3283/mitre
https://cve.report/CVE-2021-3283/nist
https://cve.report/CVE-2021-3283/cve_org
https://cve.report/CVE-2021-3283.pdf
http://cve.report/vendor/hashicorp
http://cve.report/software/hashicorp/nomad
http://cve.report/vendor/hashicorp
http://cve.report/software/hashicorp/nomad
http://cve.report/vendor/hashicorp
http://cve.report/software/hashicorp/nomad
http://cve.report/vendor/hashicorp
http://cve.report/software/hashicorp/nomad
https://discuss.hashicorp.com/t/hcsec-2021-01-nomad-s-exec-and-java-task-drivers-did-not-isolate-processes/20332
https://www.cve.org/CVERecord?id=CVE-2021-3283
https://nvd.nist.gov/vuln/detail/CVE-2021-3283
http://cve.report/qid/179553
http://cve.report/qid/501642

50188/ Alpine Linux Security Update for nomad

982053 Go (go) Security Update for github.com/hashicorp/nomad (GHSA-35qp-xq9f-2rjx)
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