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CVE CVE-2021-32831
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-30 21:15:00 UTC
Updated 2021-09-07 19:43:00 UTC
Description Total.js framework (npm package total.js) is a framework for Node.js platfrom written in pure JavaScript similar to PHP's La

] 1|

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Totaljs Total.js Al Al Al All

References

Reference Source Link

total.js - npm MISC WWWw.npmjs.com
framework/changes.txt at e644167d5378afdc45cb0156190349b2c07ef235 - totaljs/framework - GitHub ~ MISC github.com

Fixed security issue in "U.set()” and "U.get()". - totaljs/framework@887b0fa - GitHub MISC github.com
GHSL-2021-066: DoS and RCE in totaljs | GitHub Security Lab CONFIRM  securitylab.github.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

a |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981318 Nodejs (npm) Security Update for total.js (GHSA-vwhc-pww7-72x6)


https://cve.report/
https://cve.report/CVE-2021-32831/mitre
https://cve.report/CVE-2021-32831/nist
https://cve.report/CVE-2021-32831/cve_org
https://cve.report/api/cve/CVE-2021-32831.json
https://cve.report/CVE-2021-32831.pdf
http://cve.report/vendor/totaljs
http://cve.report/software/totaljs/total.js
https://www.npmjs.com/package/total.js
https://github.com/totaljs/framework/blob/e644167d5378afdc45cb0156190349b2c07ef235/changes.txt#L11
https://github.com/totaljs/framework/commit/887b0fa9e162ef7a2dd9cec20a5ca122726373b3
https://securitylab.github.com/advisories/GHSL-2021-066-totaljs-totaljs/
https://www.cve.org/CVERecord?id=CVE-2021-32831
https://nvd.nist.gov/vuln/detail/CVE-2021-32831
http://cve.report/qid/981318
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