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CVE CVE-2021-32850
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-20 22:15:00 UTC
Updated 2023-11-07 03:35:00 UTC
Description jQuery MiniColors is a color picker built on jQuery. Prior to version 2.3.6, jQuery MiniColors is prone to cross-site scripting v

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Jguery-minicolors Project Jquery-minicolors All All All All
Reference Source Link
fix XSS vuln - claviska/jquery-minicolors@ef13482 - GitHub MISC github.corr
[SECURITY] Fedora 38 Update: sympa-6.2.72-2.fc38 - package-announce - Fedora Mailing-Lists FEDORA lists.fedore
Release 2.3.6 - claviska/jquery-minicolors - GitHub MISC github.corr
[SECURITY] Fedora 37 Update: sympa-6.2.72-2.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedore
[SECURITY] Fedora 37 Update: sympa-6.2.72-2.fc37 - package-announce - Fedora Mailing-Lists lists.fedore
[SECURITY] Fedora 38 Update: sympa-6.2.72-2.fc38 - package-announce - Fedora Mailing-Lists lists.fedore
GHSL-2021-1045: Cross-Site Scripting (XSS) in jQuery MiniColors Plugin - CVE-2021-32850 | GitHub Security Lab CONFIRM  securitylak
CVE Program record CVE.ORG www.cve.c
NVD vulnerability detail NVD nvd.nist.gc
| | 1|

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2021-32850/mitre
https://cve.report/CVE-2021-32850/nist
https://cve.report/CVE-2021-32850/cve_org
https://cve.report/api/cve/CVE-2021-32850.json
https://cve.report/CVE-2021-32850.pdf
http://cve.report/vendor/jquery-minicolors_project
http://cve.report/software/jquery-minicolors_project/jquery-minicolors
https://github.com/claviska/jquery-minicolors/commit/ef134824a7f4110ada53ea6c173111a4fa2f48f3
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/UDXBWA54A7D6HMR2TN5BAYNCU7HO2PUO/
https://github.com/claviska/jquery-minicolors/releases/tag/2.3.6
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/MC5HV4ESLV2E23YGHNJ542QEZBH6YE2F/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/MC5HV4ESLV2E23YGHNJ542QEZBH6YE2F/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/UDXBWA54A7D6HMR2TN5BAYNCU7HO2PUO/
https://securitylab.github.com/advisories/GHSL-2021-1045_jQuery_MiniColors_Plugin/
https://www.cve.org/CVERecord?id=CVE-2021-32850
https://nvd.nist.gov/vuln/detail/CVE-2021-32850

183430 Debian Security Update for jquery-minicolors (CVE-2021-32850)
284024 Fedora Security Update for sympa (FEDORA-2023-419ca55dd3)

284079 Fedora Security Update for sympa (FEDORA-2023-271b912b2b)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/qid/183430
http://cve.report/qid/284024
http://cve.report/qid/284079
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2021-32850
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


