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CVE CVE-2021-32923
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-03 11:15:00 UTC
Updated 2022-10-25 20:54:00 UTC
Description HashiCorp Vault and Vault Enterprise allowed the renewal of nearly-expired token leases and dynamic secret leases (speci

/ |

1|

Risk And Classification

Problem Types: CWE-613

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hashicorp Vault All All All All

Application Hashicorp Vault All All All All

Reference Source Li
HashiCorp Blog: Vault MISC W\
HCSEC-2021-15 - Vault Renewed Nearly-Expired Leases With Incorrect Non-Expiring TTLs - Security - HashiCorp Discuss MISC dit
HashiCorp Vault: Multiple Vulnerabilities (GLSA 202207-01) — Gentoo security GENTOO  se
CVE Program record CVE.ORG w\
NVD vulnerability detail NVD nv
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501706 Alpine Linux Security Update for vault

501934 Alpine Linux Security Update for vault
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https://security.gentoo.org/glsa/202207-01
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/10575 Gentoo Linux HashiGorp vault Multiple Vulnerabilities (GLSA 20220/-01)

982213 Go (go) Security Update for github.com/hashicorp/vault (GHSA-38j9-7pp9-2hjw)
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