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CVE Program / NVD first with legacy fallback
2021-05-13 18:15:00 UTC

2022-06-28 14:11:00 UTC

admin/user_import.php in Chamilo 1.11.x reads XML data without disa

bling the ability to load external entities.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Chamilo Chamilo 1.11.14 - All All
Chamilo Chamilo All All All All

References

CVE Program record

NVD vulnerability detail

«

Reference Source
writeups/README.md at main - andrejspuler/writeups - GitHub MISC
Security issues - Chamilo LMS - Chamilo Tracking System MISC
PHP: libxml_disable_entity_loader - Manual MISC

Fix XML import user_import.php results page - chamilo/chamilo-Ims@e71437c - GitHub ~ MISC

CVE.ORG

NVD

Link Tags
github.com
support.chamilo.org

www.php.net

github.com
www.cve.org canonical
nvd.nist.gov canonical, analy

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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