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Certain versions of Kalay P2p Software Development Kit from
Throughtek contain the following vulnerability:

The affected ThroughTek P2P products (SDKs using versions before
3.1.5, any versions with nossl tag, device firmware not using AuthKey
for IOTC conneciton, firmware using AVAPI module without enabling
DTLS mechanism, and firmware using P2PTunnel or RDT module) do
not sufficiently protect data transferred between the local device and

ThroughTek servers. This can allow an attacker to access sensitive information, such as
camera feeds.

CVSS3 Score: 7.5 - HIGH

Attack
Vector 

Attack
Complexity

Privileges
Required

User
Interaction

NETWORK LOW NONE NONE

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

UNCHANGED HIGH NONE NONE

CVSS2 Score: 5 - MEDIUM

Access
Vector

Access
Complexity

Authentication

NETWORK LOW NONE

CVE-2021-32934 has been assigned by  ics-cert@hq.dhs.gov to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  ThroughTek - P2P SDK version <= 3.1.5

Affected Vendor/Software:  ThroughTek - P2P SDK version = all with nossl tag

Affected Vendor/Software:  ThroughTek - P2P SDK version ! firmware using AuthKey for IOTC connection

Affected Vendor/Software:  ThroughTek - P2P SDK version = firmware using AVAPI module without enabling DTLS mechanism

Affected Vendor/Software:  ThroughTek - P2P SDK version = firmware using P2PTunnel or RDT module
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NETWORK LOW NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

PARTIAL NONE NONE

CVE References

Description Tags Link

ThroughTek P2P SDK | CISA www.cisa.gov

text/html

 MISC www.cisa.gov/uscert/ics/advisories/icsa-21-166-01

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Throughtek Kalay P2p Software Development Kit All All All All

Discovery Credit

Nozomi Networks reported this vulnerability to CISA.

Social Mentions

Source Title Posted (UTC)

@TheHackersNews
CISA has issued an advisory warning #IoT manufacturers of a critical #vulnerability — CVE-
2021-32934 / CVSS score:… twitter.com/i/web/status/1…

2021-06-16
07:21:49

 @YourAnonRiots #CISA has issued an advisory warning #IoT manufacturers of a critical #vulnerability — CVE-
2021-32934 / CVSS score:… twitter.com/i/web/status/1…

2021-06-16
07:40:54

 @giuliomagnifico CISA alert: millions of connected cameras open to eavesdropping (CVE-2021-32934)
ift.tt/3cI23os

2021-06-16
08:01:46

 @trip_elix "CISA has issued an advisory warning #IoT manufacturers of a critical #vulnerability — CVE-
2021-32934 / CVSS score:… twitter.com/i/web/status/1…

2021-06-16
08:20:34

 @Swati_THN CISA has issued an advisory warning #IoT manufacturers of a critical #vulnerability — CVE-
2021-32934 / CVSS score:… twitter.com/i/web/status/1…

2021-06-16
09:20:02

 @security_wang CISA has issued an advisory warning #IoT manufacturers of a critical #vulnerability — CVE-
2021-32934 / CVSS score:… twitter.com/i/web/status/1…

2021-06-16
09:30:04

 @unix_root CISA has issued an advisory warning #IoT manufacturers of a critical #vulnerability — CVE-
2021-32934 / CVSS score:… twitter.com/i/web/status/1…

2021-06-16
09:35:02

 @CKsTechNews CISA alert: millions of connected cameras open to eavesdropping (CVE-2021-32934) CVE:
Off… twitter.com/i/web/status/1…

2021-06-16
10:05:40
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← Previous ID Next ID→

 @nimari ةريطخ ةرغث   CVE-2021-32934 تايجمربلا دحأ  يف   ThroughTek تاريماك عينصت  تاكرش  اهمدختست  يتلا 
ةبقارملا  OEMs لاخ نم  نكمُي  … twitter.com/i/web/status/1…

2021-06-16
10:19:51

 @cdaitgt An advisory warning from @CISAgov to #IoT manufacturers of a critical #vulnerability — CVE-
2021-32934 / CVSS score… twitter.com/i/web/status/1…

2021-06-16
12:32:21

 @Har_sia CVE-2021-32934 har-sia.info/CVE-2021-32934… #HarsiaInfo 2021-06-16
15:00:07

 @BlogBookMark CVE-2021-32934: Critical ThroughTek Bug Could Allow Access to Connected Cameras
blogbookmark.com/cve-2021-32934…

2021-06-16
15:32:48

 @securezoo SDK supply chain vulnerability CVE-2021-32934 exposes security cameras to hacking
buff.ly/3gwux74… twitter.com/i/web/status/1…

2021-06-16
16:00:03

 @Cybernews24h CISA has issued an advisory warning #IoT manufacturers of a critical #vulnerability — CVE-
2021-32934 / CVSS score:… twitter.com/i/web/status/1…

2021-06-16
19:45:30

 @TDISecurity More IoT vulnerabilities! Watch out for CVE-2021-32934 (9.1 CVSS v3 score), coming to an IP
Camera near you! threatpost.com/millions-conne…

2021-06-16
19:49:25

 @SystemTek_UK Multi Vendor Security Camera Feeds Exposed Due to Flaw in SDK [CVE-2021-32934]
systemtek.co.uk/2021/06/multi-…

2021-06-17
07:55:03

@6townstechteam
Multi Vendor Security Camera Feeds Exposed Due to Flaw in SDK [CVE-2021-32934]
systemtek.co.uk/2021/06/multi-…

2021-06-17
07:55:04

 @5tuxnet #CISA issued an advisory (CVE-2021-32934) for a critical #SupplyChain flaw impacting
#ThroughTek SDK that can be ab… twitter.com/i/web/status/1…

2021-06-22
05:16:55

@TrendMicroRSRCH
A recently revealed #vulnerability (CVE-2021-32934) exposes millions of #IoT surveillance
solutions to remote priva… twitter.com/i/web/status/1…

2021-06-23
10:58:50

 @TrendMicroES Una vulnerabilidad recientemente revelada (CVE-2021-32934) expone a millones de soluciones
de vigilancia #IoT a ata… twitter.com/i/web/status/1…

2021-06-30
10:29:39

 @TrendMicroFR #IoT : La #vulnérabilité CVE-2021-32934 expose des millions de solutions de vidéosurveillance
à des attaques à dist… twitter.com/i/web/status/1…

2021-07-07
07:58:35

 @CVEreport CVE-2021-32934 : The affected ThroughTek P2P products SDKs using versions before 3.1.5,
any versions with nossl ta… twitter.com/i/web/status/1…

2022-05-19
18:09:08

 @wvdsteen New vulnerability on the NVD: CVE-2021-32934 ift.tt/4bTEGsk May 20, 2022 at 06:15AM 2022-05-19
20:11:59

 /r/IOT CVE-2021-32934: Critical ThroughTek Bug Could Allow Access to Connected Cameras 2021-06-16
12:13:55

 /r/netcve CVE-2021-32934 2022-05-19
19:39:07
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