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An out-of-bounds write issue exists in the DGN file-reading procedure in the Drawings SDK (Version 2022.4 and prior) resu

Risk And Classification

1|

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Application Opendesign Drawings Sdk

Application Siemens Comos

Application Siemens Jt2go

Application Siemens Teamcenter Visualization
References

Reference Source

cert-portal.siemens.com/productcert/pdf/ssa-155599.pdf CONFIRM

ZDI-21-989 | Zero Day Initiative MISC

cert-portal.siemens.com/productcert/pdf/ssa-938030.pdf CONFIRM

Open Design Alliance Drawings SDK | CISA MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Version Update Edition Language
All All All All
All All All All
All All All All
All All All All
Link Tags

cert-portal.siemens.com
www.zerodayinitiative.com
cert-portal.siemens.com

us-cert.cisa.gov

WWw.cve.org canonical

nvd.nist.gov canonical, analysis



https://cve.report/
https://cve.report/CVE-2021-32952/mitre
https://cve.report/CVE-2021-32952/nist
https://cve.report/CVE-2021-32952/cve_org
https://cve.report/CVE-2021-32952.pdf
http://cve.report/vendor/opendesign
http://cve.report/software/opendesign/drawings_sdk
http://cve.report/vendor/siemens
http://cve.report/software/siemens/comos
http://cve.report/vendor/siemens
http://cve.report/software/siemens/jt2go
http://cve.report/vendor/siemens
http://cve.report/software/siemens/teamcenter_visualization
https://cert-portal.siemens.com/productcert/pdf/ssa-155599.pdf
https://www.zerodayinitiative.com/advisories/ZDI-21-989/
https://cert-portal.siemens.com/productcert/pdf/ssa-938030.pdf
https://us-cert.cisa.gov/ics/advisories/icsa-21-159-02
https://www.cve.org/CVERecord?id=CVE-2021-32952
https://nvd.nist.gov/vuln/detail/CVE-2021-32952

590514 Siemens JT2Go Multiple Vulnerabilities (ICSA-21-222-03)
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