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Summary

CVE CVE-2021-32959

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-23 14:15:00 UTC

Updated 2021-10-01 17:44:00 UTC

Description Heap-based buffer overflow in SuiteLink server while processing commands 0x05/0x06

Risk And Classification

Problem Types: CWE-122

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Aveva Suitelink All All All All

References

Reference Source Link Tags

www.aveva.com/content/dam/aveva/documents/support/cyber-security-updates/Se... CONFIRM www.aveva.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Sharon Brizinov of Claroty reported these vulnerabilities to AVEVA

Legacy QID Mappings
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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