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Summary

CVE CVE-2021-32997

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-25 14:15:00 UTC

Updated 2022-06-14 13:43:00 UTC

Description The affected Baker Hughes Bentley Nevada products (3500 System 1 6.x, Part No. 3060/00 versions 6.98 and prior, 3500 System 1, Part No. 3071/xx & 3072/xx versions 21.1 HF1 and prior, 3500 Rack Configuration, Part No. 129133-01 versions 6.4 and prior, and 3500/22M Firmware, Part No. 288055-01 versions 5.05 and prior) utilize a weak encryption algorithm for storage and transmission of sensitive data, which may allow an attacker to more easily obtain credentials used for access.

Risk And Classification

Problem Types: CWE-916

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Bakerhughes Bentley Nevada 3500/22m 288055-01 - All All All

Operating System Bakerhughes Bentley Nevada 3500/22m 288055-01 Firmware All All All All

Hardware Bakerhughes Bentley Nevada 3500 Rack Configuration 129133-01 - All All All

Operating System Bakerhughes Bentley Nevada 3500 Rack Configuration 129133-01 Firmware All All All All

Hardware Bakerhughes Bentley Nevada 3500 System 1 6.x 3060/00 - All All All

Operating System Bakerhughes Bentley Nevada 3500 System 1 6.x 3060/00 Firmware All All All All

Hardware Bakerhughes Bentley Nevada 3500 System 1 3071/xx - All All All

Operating System Bakerhughes Bentley Nevada 3500 System 1 3071/xx Firmware All All All All

Operating System Bakerhughes Bentley Nevada 3500 System 1 3071/xx Firmware 21.1 - All All

Hardware Bakerhughes Bentley Nevada 3500 System 1 3072/xx - All All All

Operating System Bakerhughes Bentley Nevada 3500 System 1 3072/xx Firmware All All All All

Operating System Bakerhughes Bentley Nevada 3500 System 1 3072/xx Firmware 21.1 - All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Ron Brash and Nicolas Harsey from Verve Industrial reported this vulnerability to
CISA.

There are currently no legacy QID mappings associated with this CVE.
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