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CVE CVE-2021-33036
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-15 15:15:00 UTC
Updated 2022-10-27 16:30:00 UTC
Description In Apache Hadoop 2.2.0 to 2.10.1, 3.0.0-alpha1 to 3.1.4, 3.2.0 to 3.2.2, and 3.3.0 to 3.3.1, a user who can escalate to yarn
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Hadoop All All All All

Application Apache Hadoop 3.0.0 alphat All All

Application Apache Hadoop 3.0.0 alpha2 All All

Application Apache Hadoop 3.0.0 alpha3 All All

Application Apache Hadoop 3.0.0 alpha4 All All

Reference Source Link Tags
lists.apache.org/thread/ctr84rmo3xd2tzqcx2b277¢8z692vhI5 MISC lists.apache.org

CVE-2021-33036 Apache Hadoop Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

oss-security - CVE-2021-33036: Apache Hadoop Privilege escalation vulnerability MLIST www.openwall.com
CVE Program record CVE.ORG www.cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov canonica
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Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Hadoop would like to thank Hideyuki Furue for reporting and fixing this


https://cve.report/
https://cve.report/CVE-2021-33036/mitre
https://cve.report/CVE-2021-33036/nist
https://cve.report/CVE-2021-33036/cve_org
https://cve.report/CVE-2021-33036.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/hadoop
http://cve.report/vendor/apache
http://cve.report/software/apache/hadoop
http://cve.report/vendor/apache
http://cve.report/software/apache/hadoop
http://cve.report/vendor/apache
http://cve.report/software/apache/hadoop
http://cve.report/vendor/apache
http://cve.report/software/apache/hadoop
https://lists.apache.org/thread/ctr84rmo3xd2tzqcx2b277c8z692vhl5
https://security.netapp.com/advisory/ntap-20220722-0003/
http://www.openwall.com/lists/oss-security/2022/06/15/2
https://www.cve.org/CVERecord?id=CVE-2021-33036
https://nvd.nist.gov/vuln/detail/CVE-2021-33036

issue.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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