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CVE CVE-2021-33061
State PUBLIC
Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-09 23:15:00 UTC
Updated 2023-08-08 14:21:00 UTC
Description Insufficient control flow management for the Intel(R) 82599 Ethernet Controllers and Adapters may allow an authenticated t
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Intel 82599eb - All All All

Operating System Intel 82599eb Firmware All All All All

Hardware Intel 82599%en - All All All

Operating System Intel 82599en Firmware All All All All

Hardware Intel 82599%es - All All All

Operating System Intel 82599es Firmware All All All All

References |

Reference Source Link Tags

Intel SA-00571 Ethernet Controller Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

INTEL-SA-00571 MISC www.intel.com
CVE Program record CVE.ORG www.cve.org canoni
NVD vulnerability detail NVD nvd.nist.gov canoni

/

No vendor comments have been submitted for this CVE.
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182448 Debian Security Update for linux (CVE-2021-33061)

198910 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-5577-1)

198917 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5589-1)

198919 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5592-1)

198921 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5594-1)

198923 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-5596-1)

198924 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5595-1)

198926 Ubuntu Security Notification for Linux kernel (HWE) Vulnerabilities (USN-5600-1)

198927 Ubuntu Security Notification for Linux kernel (Oracle) Vulnerabilities (USN-5599-1)

198928 Ubuntu Security Notification for Linux kernel (Raspberry Pi) Vulnerabilities (USN-5603-1)

198929 Ubuntu Security Notification for Linux kernel (Raspberry Pi) Vulnerabilities (USN-5602-1)

198930 Ubuntu Security Notification for Linux kernel (Azure CVM) Vulnerabilities (USN-5605-1)

198942 Ubuntu Security Notification for Linux kernel (Intel loTG) Vulnerabilities (USN-5616-1)

198950 Ubuntu Security Notification for Linux kernel (HWE) Vulnerabilities (USN-5623-1)

378468 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-20230042)

378512 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0042)

378710 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0079)

671915 EulerOS Security Update for kernel (EulerOS-SA-2022-1969)

672016 EulerOS Security Update for kernel (EulerOS-SA-2022-2273)

672017 EulerOS Security Update for kernel (EulerOS-SA-2022-2244)

672037 EulerOS Security Update for kernel (EulerOS-SA-2022-2257)

672391 EulerOS Security Update for kernel (EulerOS-SA-2022-2767)

672410 EulerOS Security Update for kernel (EulerOS-SA-2022-2796)

752228 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2078-1)

752231 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2082-1)

752234 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2080-1)

752237 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2083-1)

752240 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2103-1)
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/02242 JUDSE ENTErprise LInuxX Security upaate 10r tne LInuxX Kernel (SUSE-SU-2ZUZZ2 2104~ 1)

752250 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2111-1)

752254 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2116-1)

752370 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2520-1)

753148 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2615-1)

753296 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2177-1)

753368 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2079-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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