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Summary

CVE CVE-2021-3312

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-08 15:15:00 UTC

Updated 2021-10-15 13:42:00 UTC

Description An XML external entity (XXE) vulnerability in Alkacon OpenCms 11.0, 11.0.1 and 11.0.2 allows remote authenticated users with edit privileges to exfiltrate files from the server's file system by uploading a crafted SVG document.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Alkacon Opencms 11.0 - All All

Application Alkacon Opencms 11.0.1 All All All

Application Alkacon Opencms 11.0.2 All All All

References

Reference

XXE vulnerability allows exfiltration of data from the server file system by uploading a crafted SVG · Issue #725 · alkacon/opencms-core · GitHub

Releases · alkacon/opencms-core · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980410 Java (maven) Security Update for org.opencms:opencms-core (GHSA-g6v7-vqhx-6v6c)
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