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Summary

CVE CVE-2021-33150

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-11 18:15:00 UTC

Updated 2023-08-08 14:21:00 UTC

Description Hardware allows activation of test or debug logic at runtime for some Intel(R) Trace Hub instances which may allow an unauthenticated user to potentially enable escalation of privilege via physical access.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel Atom C2308 - All All All

Hardware Intel Atom C2316 - All All All

Hardware Intel Atom C2338 - All All All

Hardware Intel Atom C2350 - All All All

Hardware Intel Atom C2358 - All All All

Hardware Intel Atom C2508 - All All All

Hardware Intel Atom C2516 - All All All

Hardware Intel Atom C2518 - All All All

Hardware Intel Atom C2530 - All All All

Hardware Intel Atom C2538 - All All All

Hardware Intel Atom C2550 - All All All

Hardware Intel Atom C2558 - All All All

Hardware Intel Atom C2718 - All All All

Hardware Intel Atom C2730 - All All All

Hardware Intel Atom C2738 - All All All

Hardware Intel Atom C2750 - All All All

Hardware Intel Atom C2758 - All All All
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Hardware Intel Atom C2758 - All All All

Hardware Intel Atom C3308 - All All All

Hardware Intel Atom C3336 - All All All

Hardware Intel Atom C3338 - All All All

Hardware Intel Atom C3338r - All All All

Hardware Intel Atom C3436l - All All All

Hardware Intel Atom C3508 - All All All

Hardware Intel Atom C3538 - All All All

Hardware Intel Atom C3558 - All All All

Hardware Intel Atom C3558r - All All All

Hardware Intel Atom C3708 - All All All

Hardware Intel Atom C3750 - All All All

Hardware Intel Atom C3758 - All All All

Hardware Intel Atom C3758r - All All All

Hardware Intel Atom C3808 - All All All

Hardware Intel Atom C3830 - All All All

Hardware Intel Atom C3850 - All All All

Hardware Intel Atom C3858 - All All All

Hardware Intel Atom C3950 - All All All

Hardware Intel Atom C3955 - All All All

Hardware Intel Atom C3958 - All All All

Hardware Intel Atom X5-e3930 - All All All

Hardware Intel Atom X5-e3940 - All All All

Hardware Intel Atom X7-e3950 - All All All

Hardware Intel B150 - All All All

Hardware Intel B250 - All All All

Hardware Intel B360 - All All All

Hardware Intel B365 - All All All

Hardware Intel C232 - All All All

Hardware Intel C236 - All All All

Hardware Intel C242 - All All All

Hardware Intel C246 - All All All

Hardware Intel C621 - All All All

Hardware Intel C621a - All All All

Hardware Intel C622 - All All All

Hardware Intel C624 - All All All
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Hardware Intel C625 - All All All

Hardware Intel C626 - All All All

Hardware Intel C627 - All All All

Hardware Intel C627a - All All All

Hardware Intel C628 - All All All

Hardware Intel C629 - All All All

Hardware Intel C629a - All All All

Hardware Intel Celeron 3855u - All All All

Hardware Intel Celeron 3865u - All All All

Hardware Intel Celeron 3867u - All All All

Hardware Intel Celeron 3955u - All All All

Hardware Intel Celeron 3965u - All All All

Hardware Intel Celeron 3965y - All All All

Hardware Intel Celeron 4205u - All All All

Hardware Intel Celeron 4305u - All All All

Hardware Intel Celeron 4305ue - All All All

Hardware Intel Celeron J3060 - All All All

Hardware Intel Celeron J3160 - All All All

Hardware Intel Celeron J3355 - All All All

Hardware Intel Celeron J3355e - All All All

Hardware Intel Celeron J3455 - All All All

Hardware Intel Celeron J3455e - All All All

Hardware Intel Celeron J4005 - All All All

Hardware Intel Celeron J4025 - All All All

Hardware Intel Celeron J4105 - All All All

Hardware Intel Celeron J4125 - All All All

Hardware Intel Celeron N3000 - All All All

Hardware Intel Celeron N3050 - All All All

Hardware Intel Celeron N3150 - All All All

Hardware Intel Celeron N3700 - All All All

Hardware Intel Celeron N4000 - All All All

Hardware Intel Cm236 - All All All

Hardware Intel Cm238 - All All All

Hardware Intel Cm246 - All All All

Hardware Intel Core I3-1000g1 - All All All

Hardware Intel Core I3-1000g4 - All All All
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Hardware Intel Core I3-1000g4 - All All All

Hardware Intel Core I3-1005g1 - All All All

Hardware Intel Core I3-10100 - All All All

Hardware Intel Core I3-10100e - All All All

Hardware Intel Core I3-10100f - All All All

Hardware Intel Core I3-10100t - All All All

Hardware Intel Core I3-10100te - All All All

Hardware Intel Core I3-10100y - All All All

Hardware Intel Core I3-10105 - All All All

Hardware Intel Core I3-10105f - All All All

Hardware Intel Core I3-10105t - All All All

Hardware Intel Core I3-10110u - All All All

Hardware Intel Core I3-10110y - All All All

Hardware Intel Core I3-10300 - All All All

Hardware Intel Core I3-10300t - All All All

Hardware Intel Core I3-10305 - All All All

Hardware Intel Core I3-10305t - All All All

Hardware Intel Core I3-10320 - All All All

Hardware Intel Core I3-10325 - All All All

Hardware Intel Core I3-11100he - All All All

Hardware Intel Core I3-1110g4 - All All All

Hardware Intel Core I3-1115g4 - All All All

Hardware Intel Core I3-1115g4e - All All All

Hardware Intel Core I3-1115gre - All All All

Hardware Intel Core I3-1120g4 - All All All

Hardware Intel Core I3-1125g4 - All All All

Hardware Intel Core I3-6006u - All All All

Hardware Intel Core I3-6098p - All All All

Hardware Intel Core I3-6100 - All All All

Hardware Intel Core I3-6100e - All All All

Hardware Intel Core I3-6100h - All All All

Hardware Intel Core I3-6100t - All All All

Hardware Intel Core I3-6100te - All All All

Hardware Intel Core I3-6100u - All All All

Hardware Intel Core I3-6102e - All All All

Hardware Intel Core I3-6157u - All All All
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Hardware Intel Core I3-6167u - All All All

Hardware Intel Core I3-6300 - All All All

Hardware Intel Core I3-6300t - All All All

Hardware Intel Core I3-6320 - All All All

Hardware Intel Core I3-7020u - All All All

Hardware Intel Core I3-7100 - All All All

Hardware Intel Core I3-7100e - All All All

Hardware Intel Core I3-7100h - All All All

Hardware Intel Core I3-7100t - All All All

Hardware Intel Core I3-7100u - All All All

Hardware Intel Core I3-7101e - All All All

Hardware Intel Core I3-7101te - All All All

Hardware Intel Core I3-7102e - All All All

Hardware Intel Core I3-7130u - All All All

Hardware Intel Core I3-7167u - All All All

Hardware Intel Core I3-7300 - All All All

Hardware Intel Core I3-7300t - All All All

Hardware Intel Core I3-7320 - All All All

Hardware Intel Core I3-7350k - All All All

Hardware Intel Core I3-8100 - All All All

Hardware Intel Core I3-8100b - All All All

Hardware Intel Core I3-8100h - All All All

Hardware Intel Core I3-8100t - All All All

Hardware Intel Core I3-8109u - All All All

Hardware Intel Core I3-8130u - All All All

Hardware Intel Core I3-8140u - All All All

Hardware Intel Core I3-8145u - All All All

Hardware Intel Core I3-8145ue - All All All

Hardware Intel Core I3-8300 - All All All

Hardware Intel Core I3-8300t - All All All

Hardware Intel Core I3-8350k - All All All

Hardware Intel Core I5-10200h - All All All

Hardware Intel Core I5-10210u - All All All

Hardware Intel Core I5-10210y - All All All

Hardware Intel Core I5-10300h - All All All
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Hardware Intel Core I5-1030g4 - All All All

Hardware Intel Core I5-1030g7 - All All All

Hardware Intel Core I5-10310u - All All All

Hardware Intel Core I5-10310y - All All All

Hardware Intel Core I5-1035g1 - All All All

Hardware Intel Core I5-1035g4 - All All All

Hardware Intel Core I5-1035g7 - All All All

Hardware Intel Core I5-1038ng7 - All All All

Hardware Intel Core I5-10400 - All All All

Hardware Intel Core I5-10400f - All All All

Hardware Intel Core I5-10400h - All All All

Hardware Intel Core I5-10400t - All All All

Hardware Intel Core I5-10500 - All All All

Hardware Intel Core I5-10500e - All All All

Hardware Intel Core I5-10500h - All All All

Hardware Intel Core I5-10500t - All All All

Hardware Intel Core I5-10500te - All All All

Hardware Intel Core I5-10505 - All All All

Hardware Intel Core I5-10600 - All All All

Hardware Intel Core I5-10600k - All All All

Hardware Intel Core I5-10600kf - All All All

Hardware Intel Core I5-10600t - All All All

Hardware Intel Core I5-11260h - All All All

Hardware Intel Core I5-11300h - All All All

Hardware Intel Core I5-1130g7 - All All All

Hardware Intel Core I5-11320h - All All All

Hardware Intel Core I5-1135g7 - All All All

Hardware Intel Core I5-11400 - All All All

Hardware Intel Core I5-11400f - All All All

Hardware Intel Core I5-11400h - All All All

Hardware Intel Core I5-11400t - All All All

Hardware Intel Core I5-1140g7 - All All All

Hardware Intel Core I5-1145g7 - All All All

Hardware Intel Core I5-1145g7e - All All All

Hardware Intel Core I5-1145gre - All All All

Hardware Intel Core I5-11500 - All All All
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Hardware Intel Pentium Gold G5420t - All All All

Hardware Intel Pentium Gold G6500 - All All All

Hardware Intel Pentium Gold G6500t - All All All

Hardware Intel Pentium Gold G6505 - All All All

Hardware Intel Pentium Gold G6505t - All All All

Hardware Intel Pentium J4205 - All All All

Hardware Intel Pentium Silver J5005 - All All All

Hardware Intel Pentium Silver J5040 - All All All

Hardware Intel Pentium Silver N5000 - All All All

Hardware Intel Pentium Silver N5030 - All All All

Hardware Intel Q150 - All All All

Hardware Intel Q170 - All All All

Hardware Intel Q250 - All All All

Hardware Intel Q270 - All All All

Hardware Intel Q370 - All All All

Hardware Intel X299 - All All All

Hardware Intel Xeon D-2123it - All All All

Hardware Intel Xeon D-2141i - All All All

Hardware Intel Xeon D-2142it - All All All

Hardware Intel Xeon D-2143it - All All All

Hardware Intel Xeon D-2145nt - All All All

Hardware Intel Xeon D-2146nt - All All All
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Hardware Intel Xeon D-2712t - All All All

Hardware Intel Xeon D-2733nt - All All All

Hardware Intel Xeon D-2738 - All All All

Hardware Intel Xeon D-2752nte - All All All

Hardware Intel Xeon D-2752ter - All All All

Hardware Intel Xeon D-2753nt - All All All

Hardware Intel Xeon D-2766nt - All All All
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Hardware Intel Xeon D-2766nt - All All All

Hardware Intel Xeon D-2775te - All All All

Hardware Intel Xeon D-2776nt - All All All

Hardware Intel Xeon D-2779 - All All All

Hardware Intel Xeon D-2786nte - All All All

Hardware Intel Xeon D-2795nt - All All All

Hardware Intel Xeon D-2796nt - All All All

Hardware Intel Xeon D-2796te - All All All

Hardware Intel Xeon D-2798nt - All All All

Hardware Intel Xeon D-2799 - All All All

Hardware Intel Z170 - All All All

Hardware Intel Z270 - All All All

Hardware Intel Z370 - All All All

Hardware Intel Z390 - All All All
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