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CVE CVE-2021-33196
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-02 19:15:00 UTC
Updated 2023-04-20 00:15:00 UTC
Description In archive/zip in Go before 1.15.13 and 1.16.x before 1.16.5, a crafted file count (in an archive's header) can cause a NewF

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All
Application Golang Go All All All All
Reference Source Link Tags
[SECURITY] [DLA 3395-1] golang-1.11 security update MLIST lists.debian.org

Go 1.16.5 and Go 1.15.13 are released MISC groups.google.com

Go: Multiple Vulnerabilities (GLSA 202208-02) — Gentoo security GENTOO security.gentoo.org

[SECURITY] [DLA 2892-1] golang-1.7 security update MLIST lists.debian.org

[SECURITY] [DLA 2891-1] golang-1.8 security update MLIST lists.debian.org

golang-announce - Google Groups MISC groups.google.com

CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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159347 Oracle Enterprise Linux Security Update for go-toolset:ol8 (ELSA-2021-3076)

179017 Debian Security Update for golang-1.8 (DLA 2891-1)

179018 Debian Security Update for golang-1.7 (DLA 2892-1)

180090 Debian Security Update for golang-1.15 (CVE-2021-33196)

181743 Debian Security Update for golang-1.11 (DLA 3395-1)

239537 Red Hat Update for OpenShift Container Platform 4.8.4 (RHSA-2021:2984)

239549 Red Hat Update for go-toolset:rhel8 (RHSA-2021:3076)

239697 Red Hat Update for OpenShift Container Platform 4.9.0 packages and (RHSA-2021:3758)

352505 Amazon Linux Security Advisory for golang: ALAS2-2021-1694

354488 Amazon Linux Security Advisory for golang : ALAS2022-2022-009

354527 Amazon Linux Security Advisory for golang : ALAS2022-2022-193

354566 Amazon Linux Security Advisory for golang : ALAS-2022-193

355212 Amazon Linux Security Advisory for golang : ALAS2023-2023-048

377560 Alibaba Cloud Linux Security Update for go-toolset:rhel8 (ALINUX3-SA-2021:0060)

378883 Splunk Enterprise August Third Party Package Updates (SVD-2023-0808)

501570 Alpine Linux Security Update for go

501859 Alpine Linux Security Update for go

590976 Siemens SCALANCE LPE9403 Third-Party Multiple Vulnerabilities (ICSA-22-167-09) (SSA-222547)

670823 EulerOS Security Update for golang (EulerOS-SA-2021-2710)

670953 EulerOS Security Update for golang (EulerOS-SA-2021-2685)

671038 EulerOS Security Update for golang (EulerOS-SA-2021-2661)

690115 Free Berkeley Software Distribution (FreeBSD) Security Update for go (079b3641-c4bd-11eb-a22a-693f0544ae52)

710584 Gentoo Linux Go Multiple Vulnerabilities (GLSA 202208-02)

750736 OpenSUSE Security Update for go1.15 (openSUSE-SU-2021:2214-1)

750739 OpenSUSE Security Update for go1.15 (openSUSE-SU-2021:0950-1)

750743 SUSE Enterprise Linux Security Update for go1.15 (SUSE-SU-2021:2214-1)

750749 OpenSUSE Security Update for go1.16 (openSUSE-SU-2021:2186-1)

770070 Red Hat OpenShift Container Platform 4.8 Security Update (RHSA-2021:2984)

770083 Red Hat OpenShift Container Platform 4.9 Security Update (RHSA-2021:3758)
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770106 Red Hat OpenShift Container Platform 4.8 Security Update (RHSA-2021-2984)
770107 Red Hat OpenShift Container Platform 4.9 Security Update (RHSA-2021-3758)
940126 AlmaLinux Security Update for go-toolset:rhel8 (ALSA-2021:3076)

960708 Rocky Linux Security Update for go-toolset:rhel8 (RLSA-2021:3076)
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