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Summary

CVE CVE-2021-33330

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-03 19:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description Liferay Portal 7.2.0 through 7.3.2, and Liferay DXP 7.2 before fix pack 9, allows access to Cross-origin resource sharing (CORS) protected resources if the user is only authenticated using the portal session authentication, which allows remote attackers to obtain sensitive information including the targeted user’s email address and current CSRF token.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Liferay Dxp 7.2 - All All

Application Liferay Dxp 7.2 fix_pack_1 All All

Application Liferay Dxp 7.2 fix_pack_2 All All

Application Liferay Dxp 7.2 fix_pack_3 All All

Application Liferay Dxp 7.2 fix_pack_4 All All

Application Liferay Dxp 7.2 fix_pack_5 All All

Application Liferay Dxp 7.2 fix_pack_6 All All

Application Liferay Dxp 7.2 fix_pack_7 All All

Application Liferay Dxp 7.2 fix_pack_8 All All

Application Liferay Liferay Portal All All All All

References

Reference Source Link Tags

CVE-2021-33330 CORS should not work with Portal Session authentication CONFIRM portal.liferay.dev

[LPE-17127] LSV-684: CORS should not work with Portal Session authentication - Liferay Issues CONFIRM issues.liferay.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2021-33330/mitre
https://cve.report/CVE-2021-33330/nist
https://cve.report/CVE-2021-33330/cve_org
https://cve.report/CVE-2021-33330.pdf
http://cve.report/vendor/liferay
http://cve.report/software/liferay/dxp
http://cve.report/vendor/liferay
http://cve.report/software/liferay/dxp
http://cve.report/vendor/liferay
http://cve.report/software/liferay/dxp
http://cve.report/vendor/liferay
http://cve.report/software/liferay/dxp
http://cve.report/vendor/liferay
http://cve.report/software/liferay/dxp
http://cve.report/vendor/liferay
http://cve.report/software/liferay/dxp
http://cve.report/vendor/liferay
http://cve.report/software/liferay/dxp
http://cve.report/vendor/liferay
http://cve.report/software/liferay/dxp
http://cve.report/vendor/liferay
http://cve.report/software/liferay/dxp
http://cve.report/vendor/liferay
http://cve.report/software/liferay/liferay_portal
https://portal.liferay.dev/learn/security/known-vulnerabilities/-/asset_publisher/HbL5mxmVrnXW/content/id/120747720
https://issues.liferay.com/browse/LPE-17127
https://www.cve.org/CVERecord?id=CVE-2021-33330
https://nvd.nist.gov/vuln/detail/CVE-2021-33330


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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