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Summary

CVE CVE-2021-33358

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-09 18:15:00 UTC

Updated 2021-06-21 16:07:00 UTC

Description Multiple vulnerabilities exist in RaspAP 2.3 to 2.6.5 in the "interface", "ssid" and "wpa_passphrase" POST parameters in /hostapd, when the parameter values contain special characters such as ";" or "$()" which enables an authenticated attacker to execute arbitrary OS commands.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Raspap Raspap All All All All

References

Reference Source Link

raspap-webgui/hostapd.php at b02660d5ff8d9faa5d3ef49778b23e832851e0f4 · RaspAP/raspap-webgui · GitHub MISC github.com

raspap-webgui/wifi-qr-code.php at 8f0ae3b36aa1020d21477e66010c6b2146e7c222 · RaspAP/raspap-webgui · GitHub MISC github.com

RaspAP Vulnerabilities · GitHub MISC gist.github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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