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Summary

CVE CVE-2021-3348

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-01 04:15:00 UTC

Updated 2022-04-26 16:17:00 UTC

Description nbd_add_socket in drivers/block/nbd.c in the Linux kernel through 5.10.12 has an ndb_queue_rq use-after-free that could be triggered by local attackers (with access to the nbd device) via an I/O request at a certain point during device setup, aka CID-b98e762e3d71.

Risk And Classification

Problem Types: CWE-362 | CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags

[SECURITY] [DLA 2610-1] linux-4.19 security update MLIST lists.debian.org

kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org Mailing List, Patch, Vendor Advisory

oss-security - Linux kernel: linux-block: nbd: use-after-free Read in nbd_queue_rq MISC www.openwall.com Mailing List, Patch, Third Party Advisory

oss-security - Re: Re: Linux kernel: linux-block: nbd: use-after-free Read in nbd_queue_rq MLIST www.openwall.com Mailing List, Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159492 Oracle Enterprise Linux Security Update for kernel (ELSA-2021-4356)

178507 Debian Security Update for linux-4.19 (DLA 2610-1)
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178507 Debian Security Update for linux-4.19 (DLA 2610-1)

179955 Debian Security Update for linux (CVE-2021-3348)

198304 Ubuntu Security Notification for Linux-oem-5.10 Vulnerabilities (USN-4884-1)

198324 Ubuntu Security Notification for Linux kernel vulnerabilities (USN-4907-1)

198325 Ubuntu Security Notification for Linux kernel vulnerabilities (USN-4909-1)

198326 Ubuntu Security Notification for Linux kernel vulnerabilities (USN-4910-1)

239816 Red Hat Update for kernel security (RHSA-2021:4356)

239879 Red Hat Update for kernel-rt (RHSA-2021:4140)

353131 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.4-2022-020

377055 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2021:0027)

6140370 AWS Bottlerocket Security Update for kernel (GHSA-qrpq-fg62-m5cm)

670345 EulerOS Security Update for kernel (EulerOS-SA-2021-1879)

670375 EulerOS Security Update for kernel (EulerOS-SA-2021-1950)

670396 EulerOS Security Update for kernel (EulerOS-SA-2021-1929)

670936 EulerOS Security Update for kernel (EulerOS-SA-2021-1929)

750373 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:0241-1)

900098 CBL-Mariner Linux Security Update for kernel 5.4.91

903076 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (3857)

940265 AlmaLinux Security Update for kernel (ALSA-2021:4356)
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