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CVE CVE-2021-33515
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2021-06-28 13:15:00 UTC
Updated 2023-11-07 03:35:00 UTC
Description The submission service in Dovecot before 2.3.15 allows STARTTLS command injection in lib-smtp. Sensitive information c:

1|

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Operating System Debian Debian Linux 10.0 All
Application Dovecot Dovecot All All
Operating System Fedoraproject Fedora 33 All
Operating System Fedoraproject Fedora 34 All

Edition Language
All All
All All
All All
All All

References

Reference

[SECURITY] [DLA 3122-1] dovecot security update

oss-security - CVE-2021-33515: Dovecot SMTP Submission service STARTTLS injection.
[SECURITY] Fedora 33 Update: dovecot-2.3.15-1.fc33 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 34 Update: dovecot-2.3.15-1.fc34 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 34 Update: dovecot-2.3.15-1.fc34 - package-announce - Fedora Mailing-Lists
Dovecot: Multiple vulnerabilities (GLSA 202107-41) — Gentoo security

[SECURITY] Fedora 33 Update: dovecot-2.3.15-1.fc33 - package-announce - Fedora Mailing-Lists
Dovecot | Security

CVE Program record

NVD vulnerability detail

Source

MLIST

CONFIRM

FEDORA

FEDORA

GENTOO

MISC

CVE.ORG

NVD

Link

lists.debian.org
www.openwall.com
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
security.gentoo.org
lists.fedoraproject.org
dovecot.org
www.cve.org

nvd.nist.gov

Tay

car


https://cve.report/
https://cve.report/CVE-2021-33515/mitre
https://cve.report/CVE-2021-33515/nist
https://cve.report/CVE-2021-33515/cve_org
https://cve.report/CVE-2021-33515.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/dovecot
http://cve.report/software/dovecot/dovecot
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
https://lists.debian.org/debian-lts-announce/2022/09/msg00032.html
https://www.openwall.com/lists/oss-security/2021/06/28/2
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/TK424DWFO2TKJYXZ2H3XL633TYJL4GQN/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JB2VTJ3G2ILYWH5Y2FTY2PUHT2MD6VMI/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/JB2VTJ3G2ILYWH5Y2FTY2PUHT2MD6VMI/
https://security.gentoo.org/glsa/202107-41
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/TK424DWFO2TKJYXZ2H3XL633TYJL4GQN/
https://dovecot.org/security
https://www.cve.org/CVERecord?id=CVE-2021-33515
https://nvd.nist.gov/vuln/detail/CVE-2021-33515
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159794 Oracle Enterprise Linux Security Update for dovecot (ELSA-2022-1950)

180294 Debian Security Update for dovecot (CVE-2021-33515)

181077 Debian Security Update for dovecot (DLA 3122-1)

198412 Ubuntu Security Notification for Dovecot vulnerabilities (USN-4993-1)

240309 Red Hat Update for dovecot (RHSA-2022:1950)

281677 Fedora Security Update for dovecot (FEDORA-2021-208340a217)

281678 Fedora Security Update for dovecot (FEDORA-2021-891c1ab1ac)

500156 Alpine Linux Security Update for dovecot

503806 Alpine Linux Security Update for dovecot

670701 EulerOS Security Update for dovecot (EulerOS-SA-2021-2459)

6901083 Free Berkeley Software Distribution (FreeBSD) Security Update for dovecot (d18f431d-d360-11eb-a32c-00a0989e4ec1)
710028 Gentoo Linux Dovecot Multiple vulnerabilities (GLSA 202107-41)

750695 SUSE Enterprise Linux Security Update for dovecot23 (SUSE-SU-2021:2122-1)
750697 SUSE Enterprise Linux Security Update for dovecot23 (SUSE-SU-2021:2124-1)
750729 OpenSUSE Security Update for dovecot23 (openSUSE-SU-2021:0920-1)
750800 OpenSUSE Security Update for dovecot23 (openSUSE-SU-2021:2123-1)
751070 OpenSUSE Security Update for dovecot23 (openSUSE-SU-2021:2892-1)
751078 SUSE Enterprise Linux Security Update for dovecot23 (SUSE-SU-2021:2890-1)
751080 SUSE Enterprise Linux Security Update for dovecot23 (SUSE-SU-2021:2891-1)
751091 OpenSUSE Security Update for dovecot23 (openSUSE-SU-2021:1225-1)
901660 Common Base Linux Mariner (CBL-Mariner) Security Update for dovecot (7196)
907327 Common Base Linux Mariner (CBL-Mariner) Security Update for dovecot (7196-1)
940553 AlmaLinux Security Update for dovecot (ALSA-2022:1950)

960133 Rocky Linux Security Update for dovecot (RLSA-2022:1950)



http://cve.report/qid/159794
http://cve.report/qid/180294
http://cve.report/qid/181077
http://cve.report/qid/198412
http://cve.report/qid/240309
http://cve.report/qid/281677
http://cve.report/qid/281678
http://cve.report/qid/500156
http://cve.report/qid/503806
http://cve.report/qid/670701
http://cve.report/qid/690103
http://cve.report/qid/710028
http://cve.report/qid/750695
http://cve.report/qid/750697
http://cve.report/qid/750729
http://cve.report/qid/750800
http://cve.report/qid/751070
http://cve.report/qid/751078
http://cve.report/qid/751080
http://cve.report/qid/751091
http://cve.report/qid/901660
http://cve.report/qid/907327
http://cve.report/qid/940553
http://cve.report/qid/960133
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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