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Summary

CVE CVE-2021-33542

State PUBLIC

Assigner info@cert.vde.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-25 19:15:00 UTC

Updated 2021-09-20 18:51:00 UTC

Description Phoenix Contact Classic Automation Worx Software Suite in Version 1.87 and below is affected by a remote code execution vulnerability. Manipulated PC Worx or Config+ projects could lead to a remote code execution when unallocated memory is freed because of incompletely initialized data. The attacker needs to get access to an original bus configuration file (*.bcp) to be able to manipulate data inside. After manipulation the attacker needs to exchange the original file by the manipulated one on the application programming workstation. Availability, integrity, or confidentiality of an application programming workstation might be compromised by attacks using these vulnerabilities. Automated systems in operation which were programmed with one of the above-mentioned products are not affected.

Risk And Classification

Problem Types: CWE-824

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phoenixcontact Config All All All All

Application Phoenixcontact Pc Worx All All All All

Application Phoenixcontact Pc Worx Express All All All All

References

Reference Source Link Tags

ZDI-21-782 | Zero Day Initiative MISC www.zerodayinitiative.com

PHOENIX CONTACT : Security Advisory for Automation Worx Software Suite — English (USA) CONFIRM cert.vde.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: The vulnerability was discovered by Francis Provencher {PRL} and reported by
Zero Day Initiative (ZDI) as ZDI-CAN-13134. PHOENIX CONTACT thanks CERT@VDE for
the coordination and support with this publication.
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There are currently no legacy QID mappings associated with this CVE.
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