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CVE CVE-2021-33570
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2021-05-25 22:15:00 UTC
Updated 2022-06-03 18:54:00 UTC
Description Postbird 0.8.4 allows stored XSS via the onerror attribute of an IMG element in any PostgreSQL database table. This can re
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Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Postbird Project Postbird 0.8.4 All

All

Edition Language

All

References

Reference

Security Vulnerability [Stored -XSS] - Issue #132 - Paxa/postbird - GitHub

Security Vulnerability [PostgreSQL Password Stealing] - Issue #134 - Paxa/postbird - GitHub
[CVE-2021-33570] Postbird 0-day Vulnerability » Tridentsec.io

Postbird 0.8.4 Cross Site Scripting / Local File Inclusion = Packet Storm

Postbird 0.8.4 - Javascript Injection - Multiple webapps Exploit

Postbird 0.8.4 XSS/ LFI/ Insecure Data Storage ~ Packet Storm

GitHub - Tridentsec-io/postbird

Security Vulnerability [Local File Inclusion (LFI)] - Issue #133 - Paxa/postbird - GitHub

CVE Program record

NVD vulnerability detail
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Source

MISC

MISC

MISC

MISC

MISC

MISC

MISC

MISC

CVE.ORG

NVD

Link Tags
github.com

github.com

tridentsec.io
packetstormsecurity.com
www.exploit-db.com

packetstormsecurity.com

github.com
github.com
www.cve.org canor
nvd.nist.gov canor

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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