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Summary

CVE CVE-2021-33586

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-27 05:15:00 UTC

Updated 2022-06-03 19:36:00 UTC

Description InspIRCd 3.8.0 through 3.9.x before 3.10.0 allows any user (able to connect to the server) to access recently deallocated memory, aka the "malformed PONG" issue.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Inspircd Inspircd All All All All

References

Reference Source Link Tags

InspIRCd: Information disclosure (GLSA 202107-22) — Gentoo security GENTOO security.gentoo.org

Security Advisory 2021-01 - InspIRCd Documentation MISC docs.inspircd.org

Fix sending malformed pong messages in some cases. · inspircd/inspircd@4350a11 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180563 Debian Security Update for inspircd (CVE-2021-33586)

710054 Gentoo Linux InspIRCd Information disclosure (GLSA 202107-22)
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