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An issue was discovered in Kernel 5.x in Insyde InsydeH20O, affecting HddPassword. Software SMI services that use the C

Risk And Classification
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Problem Types: CWE-119
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https://cve.report/
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https://cve.report/CVE-2021-33625/cve_org
https://cve.report/CVE-2021-33625.pdf
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http://cve.report/vendor/siemens
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http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_ipc227g_firmware
http://cve.report/vendor/siemens
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Operating System Siemens Simatic Ipc377g Firmware - All All All
Hardware Siemens Simatic Ipc427e - All All All
Operating System Siemens Simatic Ipc427e Firmware - All All All
Hardware Siemens Simatic Ipc477e - All All All
Operating System Siemens Simatic Ipc477e Firmware - All All All
Hardware Siemens Simatic Ipc477e Pro - All All All
Operating System Siemens Simatic Ipc477e Pro Firmware - All All All
Hardware Siemens Simatic Ipc627e - All All All
Operating System Siemens Simatic Ipc627e Firmware - All All All
Hardware Siemens Simatic Ipc647e - All All All
Operating System Siemens Simatic Ipc647e Firmware - All All All
Hardware Siemens Simatic Ipc677e - All All All
Operating System Siemens Simatic Ipc677e Firmware - All All All
Hardware Siemens Simatic Ipc847e - All All All
Operating System Siemens Simatic Ipc847e Firmware - All All All
Hardware Siemens Simatic Itp1000 - All All All
Operating System Siemens Simatic Itp1000 Firmware - All All All
Reference Source Link Tags
Insyde's Security Pledge | Insyde Software MISC www.insyde.com
cert-portal.siemens.com/productcert/pdf/ssa-306654.pdf CONFIRM cert-portal.siemens.com

CVE-2021-33625 InsydeH20 Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

Insyde Security Advisory 2022014 | Insyde Software MISC www.insyde.com
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590981 Siemens Industrial Products Insyde BIOS Multiple Vulnerabilities (SSA-306654)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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