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Summary

CVE CVE-2021-33631

State RESERVED

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-01-18 15:15:00 UTC

Updated 2024-02-03 03:15:00 UTC

Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been publicized, the details for this candidate will be provided.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Huawei Openeuler All All All All

Operating System Huawei Openeuler All All All All

References

Reference Source Link Tags

release 4.19.90-2401.3.0 · Pull Request !1389 · src-openEuler/kernel - Gitee gitee.com Release Notes

oss-security - Re: FWD: Kernel vulnerabilities CVE-2021-33630 & CVE-2021-33631 www.openwall.com

release 5.10.0-183.0.0 · Pull Request !1396 · src-openEuler/kernel - Gitee.com gitee.com Release Notes

安全公告详情 www.openeuler.org Vendor Advisory

安全公告详情 www.openeuler.org Vendor Advisory

安全公告详情 www.openeuler.org Vendor Advisory

oss-security - Re: Kernel vulnerabilities CVE-2021-33630 & CVE-2021-33631 www.openwall.com

oss-security - Re: FWD: Kernel vulnerabilities CVE-2021-33630 & CVE-2021-33631 www.openwall.com

安全公告详情 www.openeuler.org Vendor Advisory

oss-security - Re: FWD: Kernel vulnerabilities CVE-2021-33630 & CVE-2021-33631 www.openwall.com

安全公告详情 www.openeuler.org Vendor Advisory

oss-security - FWD: Kernel vulnerabilities CVE-2021-33630 & CVE-2021-33631 www.openwall.com
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https://cve.report/CVE-2021-33631/mitre
https://cve.report/CVE-2021-33631/nist
https://cve.report/CVE-2021-33631/cve_org
https://cve.report/CVE-2021-33631.pdf
http://cve.report/vendor/huawei
http://cve.report/software/huawei/openeuler
http://cve.report/vendor/huawei
http://cve.report/software/huawei/openeuler
https://gitee.com/src-openeuler/kernel/pulls/1389
http://www.openwall.com/lists/oss-security/2024/01/31/3
https://gitee.com/src-openeuler/kernel/pulls/1396
https://www.openeuler.org/zh/security/security-bulletins/detail/?id=openEuler-SA-2024-1035
https://www.openeuler.org/zh/security/security-bulletins/detail/?id=openEuler-SA-2024-1030
https://www.openeuler.org/zh/security/security-bulletins/detail/?id=openEuler-SA-2024-1033
http://www.openwall.com/lists/oss-security/2024/02/03/1
http://www.openwall.com/lists/oss-security/2024/01/31/2
https://www.openeuler.org/zh/security/security-bulletins/detail/?id=openEuler-SA-2024-1031
http://www.openwall.com/lists/oss-security/2024/01/30/10
https://www.openeuler.org/zh/security/security-bulletins/detail/?id=openEuler-SA-2024-1034
http://www.openwall.com/lists/oss-security/2024/01/30/3


oss-security - Re: FWD: Kernel vulnerabilities CVE-2021-33630 & CVE-2021-33631 www.openwall.com

oss-security - Re: Kernel vulnerabilities CVE-2021-33630 & CVE-2021-33631 www.openwall.com

oss-security - Re: FWD: Kernel vulnerabilities CVE-2021-33630 & CVE-2021-33631 www.openwall.com

oss-security - Re: FWD: Kernel vulnerabilities CVE-2021-33630 & CVE-2021-33631 www.openwall.com

kernel/git/torvalds/linux.git - Linux kernel source tree git.kernel.org Patch

安全公告详情 www.openeuler.org Vendor Advisory

oss-security - Re: FWD: Kernel vulnerabilities CVE-2021-33630 & CVE-2021-33631 www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161479 Oracle Enterprise Linux Security Update for kernel (ELSA-2024-1607)

243160 Red Hat Update for kernel security (RHSA-2024:1607)

243166 Red Hat Update for kernel (RHSA-2024:1653)

243167 Red Hat Update for kernel-rt (RHSA-2024:1614)

673723 EulerOS Security Update for kernel (EulerOS-SA-2024-1237)

673992 EulerOS Security Update for kernel (EulerOS-SA-2024-1215)

674156 EulerOS Security Update for kernel (EulerOS-SA-2024-1509)

674158 EulerOS Security Update for kernel (EulerOS-SA-2024-1488)

755747 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0469-1)

755750 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0476-1)

755751 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0474-1)

755752 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0478-1)

755753 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0484-1)

755754 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0516-1)

755755 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0515-1)

755756 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0514-1)

755765 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0483-1)

941650 AlmaLinux Security Update for kernel (ALSA-2024:1607)

http://www.openwall.com/lists/oss-security/2024/01/30/4
http://www.openwall.com/lists/oss-security/2024/02/02/9
http://www.openwall.com/lists/oss-security/2024/02/02/6
http://www.openwall.com/lists/oss-security/2024/01/30/5
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=5c099c4fdc438014d5893629e70a8ba934433ee8
https://www.openeuler.org/zh/security/security-bulletins/detail/?id=openEuler-SA-2024-1032
http://www.openwall.com/lists/oss-security/2024/01/30/9
https://www.cve.org/CVERecord?id=CVE-2021-33631
https://nvd.nist.gov/vuln/detail/CVE-2021-33631
http://cve.report/qid/161479
http://cve.report/qid/243160
http://cve.report/qid/243166
http://cve.report/qid/243167
http://cve.report/qid/673723
http://cve.report/qid/673992
http://cve.report/qid/674156
http://cve.report/qid/674158
http://cve.report/qid/755747
http://cve.report/qid/755750
http://cve.report/qid/755751
http://cve.report/qid/755752
http://cve.report/qid/755753
http://cve.report/qid/755754
http://cve.report/qid/755755
http://cve.report/qid/755756
http://cve.report/qid/755765
http://cve.report/qid/941650
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961147 Rocky Linux Security Update for kernel (RLSA-2024:1607)

961150 Rocky Linux Security Update for kernel-rt (RLSA-2024:1614)
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