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Summary

CVE CVE-2021-33634

State PUBLIC

Assigner securities@openeuler.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-29 08:15:00 UTC

Updated 2023-11-08 01:52:00 UTC

Description iSulad uses the lcr+lxc runtime (default) to run malicious images, which can cause DOS.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openeuler Icr All All All All

References

Reference Source Link Tags

set env to avoid invoke lxc binary directly · Pull Request !251 · src-openEuler/lcr - Gitee.com MISC gitee.com

sync from upstream · Pull Request !257 · src-openEuler/lcr - Gitee.com MISC gitee.com

Security Advisories Detail MISC www.openeuler.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

673486 EulerOS Security Update for lcr (EulerOS-SA-2023-3305)

673676 EulerOS Security Update for lcr (EulerOS-SA-2023-3337)

673712 EulerOS Security Update for isulad (EulerOS-SA-2023-3246)

673827 EulerOS Security Update for isulad (EulerOS-SA-2023-3274)
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