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Summary

CVE CVE-2021-33669

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-09 14:15:00 UTC

Updated 2022-05-03 16:04:00 UTC

Description Under certain conditions, SAP Mobile SDK Certificate Provider allows a local unprivileged attacker to exploit an insecure temporary file storage. For a successful exploitation user interaction from another user is required and could lead to complete impact of confidentiality integrity and availability.

Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Mobile Sdk Certificate Provider All All All All

References

Reference Source

Insecure Temporary File Storage in SAP Mobile SDK Certificate Provider · Advisory · SAP/mobilesdk-certificateprovider · GitHub MISC

github.com/SAP/scimono/security/advisories/GHSA-r2j9-h6q9-cq8g MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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