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CVE-2021-33822

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanmvnncLrriumsucnia  Gertain versions of 4gee Router Hh70vb from Slng4g contain the
' following vulnerability:

An issue was discovered on 4GEE ROUTER HH70VB Version
HH70_E1_02.00_22. Attackers can use slowhttptest tool to send
incomplete HTTP request, which could make server keep waiting for
the packet to finish the connection, until its resource exhausted. Then
the web server is denial-of-service.

CVE-2021-33822 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | =3 [ HIGH |
CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[ [ NONE |

CVE References

Description Tags Link
CVE-POC/CVE-2021-33822.md at master - Jian- ) MISC github.com/Jian-Xian/CVE-POC/blob/master/CVE-
Xian/CVE-POC - GitHub 2021-33822.md

ARFEE RNIITER HH7N\/R (A 2Q0NMhne 21 AN 2DW/IFET EFTRETIEEST  MIQC wnanar cinndna ram/nradiint.nanal/Anaacrninitar-hh7Mvhe


https://cve.report/
https://cve.report/CVE-2021-33822/mitre
https://cve.report/CVE-2021-33822/nist
https://cve.report/CVE-2021-33822/cve_org
https://cve.report/CVE-2021-33822.pdf
http://cve.report/software/sing4g/4gee_router_hh70vb
http://cve.report/vendor/sing4g
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/Jian-Xian/CVE-POC/blob/master/CVE-2021-33822.md
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| sing4g 49-300mbps-2lan-32wifi
GitHub - shekyan/slowhttptest: Application Layer DoS () MISC github.com/shekyan/slowhttptest
attack simulator

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= -0 Sing4g 4gee Router Hh70vb - All All All
Operating Sing4g 4gee Router Hh70vb Firmware hh70_e1_02.00_22 All All All
System

No vendor comments have been submitted for this CVE
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Source Title Posted (UTC)
@CVEreport  CVE-2021-33822 : An issue was discovered on 4GEE ROUTER HH70VB Version 2021-06-18
HH70_E1_02.00_22. Attackers can use slowhttp... twitter.com/i/web/status/1... 19:07:04
@ /rinetcve CVE-2021-33822 2021-06-18
19:41:34
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