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Summary

CVE CVE-2021-33900

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-26 07:15:00 UTC

Updated 2022-10-27 12:28:00 UTC

Description While investigating DIRSTUDIO-1219 it was noticed that configured StartTLS encryption was not applied when any SASL authentication mechanism (DIGEST-MD5, GSSAPI) was used. While investigating DIRSTUDIO-1220 it was noticed that any configured SASL confidentiality layer was not applied. This issue affects Apache Directory Studio version 2.0.0.v20210213-M16 and prior versions.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Directory Studio 2.0.0 milestone1 All All

Application Apache Directory Studio 2.0.0 milestone10 All All

Application Apache Directory Studio 2.0.0 milestone11 All All

Application Apache Directory Studio 2.0.0 milestone12 All All

Application Apache Directory Studio 2.0.0 milestone13 All All

Application Apache Directory Studio 2.0.0 milestone14 All All

Application Apache Directory Studio 2.0.0 milestone15 All All

Application Apache Directory Studio 2.0.0 milestone16 All All

Application Apache Directory Studio 2.0.0 milestone2 All All

Application Apache Directory Studio 2.0.0 milestone3 All All

Application Apache Directory Studio 2.0.0 milestone4 All All

Application Apache Directory Studio 2.0.0 milestone5 All All

Application Apache Directory Studio 2.0.0 milestone6 All All

Application Apache Directory Studio 2.0.0 milestone7 All All

Application Apache Directory Studio 2.0.0 milestone8 All All

Application Apache Directory Studio 2.0.0 milestone9 All All

Application Apache Directory Studio All All All All
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Application Apache Directory Studio All All All All

References

Reference Source Link Tags

Pony Mail! CONFIRM lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Directory would like to thank Hugh Cole-Baker for reporting this issue.

Legacy QID Mappings
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981713 Java (maven) Security Update for org.apache.directory.studio:org.apache.directory.studio.parent (GHSA-4x25-f45x-grv5)
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