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assanvnncurnumnsuennan — Gertain versions of Libspf2 from Libspf2 Project contain the following
: vulnerability:

libspf2 before 1.2.11 has a heap-based buffer overflow that might allow
remote attackers to execute arbitrary code (via an unauthenticated e-
mail message from anywhere on the Internet) with a crafted SPF DNS
record, because of SPF_record_expand_data in spf_expand.c. The
amount of overflowed data depends on the relationship between the
length of an entire domain name and the length of its leftmost label. The vulnerable code may
be part of the supply chain of a site's e-mail infrastructure (e.g., with additional configuration,
Exim can use libspf2; the Postfix web site links to unofficial patches for use of libspf2 with
Postfix; older versions of spfquery relied on libspf2) but most often is not.

CVE-2021-33913 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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Description Tags Link

CVE-2021-33912 and CVE-2021-33913: Heap (%) MISC nathanielbennett.com/blog/libspf2-cve-jan-2022-disclosut

overflows in email validation library LibSPF2 |

Nathaniel Bennett

GitHub - shevek/libspf2 at [ github.com | ) MiIsC

8131fe140704eaae695e76b5cd09e39bd1dd220b github.com/shevek/libspf2/tree/8131fe140704eaae695e76b5cd09e
[SECURITY] [DLA 2890-1] libspf2 security (@ MLIST [debian-lts-announce] 20220121 [SECURITY] [DLA 289
update security update

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

4] i

Related QID Numbers

179014 Debian Security Update for libspf2 (DLA 2890-1)

179714 Debian Security Update for libspf2 (CVE-2021-33913)

502222 Alpine Linux Security Update for libspf2

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Libspf2 Project Libspf2 All All All All

ARk kK kLK kK,

cpe:2.3:a:libspf2_project:libspf2:*:*:*:**:**::

No vendor comments have been submitted for this CVE
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