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Summary

CVE CVE-2021-3401

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-04 05:15:00 UTC

Updated 2022-06-28 14:11:00 UTC

Description Bitcoin Core before 0.19.0 might allow remote attackers to execute arbitrary code when another application unsafely passes the -platformpluginpath argument to the bitcoin-qt program, as demonstrated by an x-scheme-handler/bitcoin handler for a .desktop file or a web browser. NOTE: the discoverer states "I believe that this vulnerability cannot actually be exploited."

Risk And Classification

Problem Types: CWE-88

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bitcoin Bitcoin All All All All

Application Bitcoin Bitcoin All All All All

References

Reference Source Link

URI Argument Injection Vulnerability in Bitcoin Core 0.18 and Earlier MISC achow101.com

Do not pass in command line arguments to QApplication by achow101 · Pull Request #16578 · bitcoin/bitcoin · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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