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Summary

CVE CVE-2021-3407

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-23 23:15:00 UTC

Updated 2023-02-12 23:41:00 UTC

Description A flaw was found in mupdf 1.18.0. Double free of object during linearization may lead to memory corruption and other potential consequences.

Risk And Classification

Problem Types: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Artifex Mupdf 1.18.0 - All All

Application Artifex Mupdf 1.18.0 - All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

References

Reference Source Link

[SECURITY] Fedora 33 Update: zathura-pdf-mupdf-0.3.6-6.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 34 Update: mupdf-1.18.0-6.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

git.ghostscript.com Git - mupdf.git/commit MISC git.ghostscript.com

[SECURITY] Fedora 32 Update: mupdf-1.18.0-5.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

MuPDF: Multiple vulnerabilities (GLSA 202105-30) — Gentoo security GENTOO security.gentoo.org

[SECURITY] Fedora 33 Update: zathura-pdf-mupdf-0.3.6-6.fc33 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

[SECURITY] [DLA 2589-1] mupdf security update MLIST lists.debian.org

[SECURITY] Fedora 32 Update: mupdf-1.18.0-5.fc32 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org
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[SECURITY] Fedora 34 Update: mupdf-1.18.0-6.fc34 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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179938 Debian Security Update for mupdf (CVE-2021-3407)

281592 Fedora Security Update for mupdf (FEDORA-2021-d8e6f014e5)

281593 Fedora Security Update for mupdf (FEDORA-2021-572bb0f886)

281594 Fedora Security Update for mupdf (FEDORA-2021-baeaa7bccb)

501631 Alpine Linux Security Update for mupdf

710084 Gentoo Linux MuPDF Multiple vulnerabilities (GLSA 202105-30)
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