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PUBLIC
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CVE Program / NVD first with legacy fallback
2023-08-22 19:16:00 UTC

2023-08-28 17:04:00 UTC

Stack overflow vulnerability in OpenSC smart card middleware before 0.23 via crafted responses to APDUs.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor

Product Version Update Edition Language

Application Opensc Project Opensc All All All All

References

Reference

28855 - oss-fuzz - OSS-Fuzz

CVE Program record

AN/N vndlmAavakilibig, AAtAll

30112 - oss-fuzz - OSS-Fuzz:

29912 - oss-fuzz - OSS-Fuzz:

31540 - oss-fuzz - OSS-Fuzz:

28383 - oss-fuzz - OSS-Fuzz:

31448 - oss-fuzz - OSS-Fuzz:

28185 - oss-fuzz - OSS-Fuzz:

28843 - oss-fuzz - OSS-Fuzz:

30800 - oss-fuzz - OSS-Fuzz:

27719 - oss-fuzz - OSS-Fuzz:

28768 - oss-fuzz - OSS-Fuzz:

32149 - oss-fuzz - OSS-Fuzz:

Source Link Tags
Fuzzing the planet - Monoralil MISC bugs.chromium.org
Fuzzing the planet - Monorail MISC bugs.chromium.org
Fuzzing the planet - Monoralil MISC bugs.chromium.org
Fuzzing the planet - Monorail MISC bugs.chromium.org
Fuzzing the planet - Monoralil MISC bugs.chromium.org
Fuzzing the planet - Monorail MISC bugs.chromium.org
Fuzzing the planet - Monorail MISC bugs.chromium.org
Fuzzing the planet - Monorail MISC bugs.chromium.org
: Fuzzing the planet - Monorail MISC bugs.chromium.org
Fuzzing the planet - Monorail MISC bugs.chromium.org
Fuzzing the planet - Monorail MISC bugs.chromium.org
Fuzzing the planet - Monorail MISC bugs.chromium.org
CVE.ORG WWWw.cve.org canonical
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https://cve.report/CVE-2021-34193/cve_org
https://cve.report/CVE-2021-34193.pdf
http://cve.report/vendor/opensc_project
http://cve.report/software/opensc_project/opensc
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=30112
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=29912
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=31540
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=28383
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=31448
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=28185
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=28843
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=30800
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=28855
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=27719
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=28768
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=32149
https://www.cve.org/CVERecord?id=CVE-2021-34193
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

907305 Common Base Linux Mariner (CBL-Mariner) Security Update for opensc (28094-1)
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