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Summary

CVE CVE-2021-3432

State PUBLIC

Assigner vulnerabilities@zephyrproject.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-28 20:15:00 UTC

Updated 2022-07-08 15:05:00 UTC

Description Invalid interval in CONNECT_IND leads to Division by Zero. Zephyr versions >= v1.14.0 Divide By Zero (CWE-369). For more information, see https://github.com/zephyrproject-rtos/zephyr/security/advisories/GHSA-7364-p4wc-8mj4

Risk And Classification

Problem Types: CWE-369

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Zephyrproject Zephyr All All All All

References

Reference Source Link Tags

BT: Invalid interval in CONNECT_IND leads to Division by Zero · Advisory · zephyrproject-rtos/zephyr · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

590501 Siemens JT2Go Multiple Vulnerabilities(ICSA-21-194-15)
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