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Summary

CVE CVE-2021-3437

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-12 13:15:00 UTC

Updated 2022-12-19 16:59:00 UTC

Description Potential security vulnerabilities have been identified in an OMEN Gaming Hub SDK package which may allow escalation of privilege and/or denial of service. HP is releasing software updates to mitigate the potential vulnerabilities.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Envy Te01-0xxx - All All All

Hardware Hp Envy Te01-1xxx - All All All

Hardware Hp Envy Te01-2xxx - All All All

Hardware Hp Omen 25l Desktop Pc Gt11-1000i - All All All

Hardware Hp Omen 25l Desktop Pc Gt12-1000i - All All All

Hardware Hp Omen 873-0xxx - All All All

Hardware Hp Omen 880-0xx - All All All

Hardware Hp Omen 880-1xx - All All All

Hardware Hp Omen 880-5xx - All All All

Hardware Hp Omen Desktop Pc 25l Gt11-0xxxa - All All All

Hardware Hp Omen Desktop Pc 25l Gt11-0xxxi - All All All

Hardware Hp Omen Desktop Pc 25l Gt12-0xxxa - All All All

Hardware Hp Omen Desktop Pc 25l Gt12-0xxxi - All All All

Hardware Hp Omen Desktop Pc 30l Gt13-0xxxa - All All All

Hardware Hp Omen Desktop Pc 30l Gt13-0xxxi - All All All

Hardware Hp Omen Desktop Pc 30l Gt13-1xxxi - All All All

Application Hp Omen Gaming Hub All All All All
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Application Hp Omen Gaming Hub All All All All

Application Hp Omen Gaming Hub Sdk All All All All

Hardware Hp Omen Laptop 15-ce0xx - All All All

Hardware Hp Omen Laptop 15-ce1xx - All All All

Hardware Hp Omen Laptop 15-dc0xxx - All All All

Hardware Hp Omen Laptop 15-dc1xxx - All All All

Hardware Hp Omen Laptop 15-dc2xxx - All All All

Hardware Hp Omen Laptop 15-dg0xxx - All All All

Hardware Hp Omen Laptop 15-dh0xxx - All All All

Hardware Hp Omen Laptop 15-dh1xxx - All All All

Hardware Hp Omen Laptop 15-ek0xxx - All All All

Hardware Hp Omen Laptop 15-ek1xxx - All All All

Hardware Hp Omen Laptop 15-en0xxx - All All All

Hardware Hp Omen Laptop 15-en1xxx - All All All

Hardware Hp Omen Laptop 17-an0xx - All All All

Hardware Hp Omen Laptop 17-an1xx - All All All

Hardware Hp Omen Laptop 17-ap0xx - All All All

Hardware Hp Omen Laptop 17-cb0xxx - All All All

Hardware Hp Omen Laptop 17-cb1xxx - All All All

Hardware Hp Omen Obelisk 875-0xxx - All All All

Hardware Hp Omen Obelisk 875-1xxx - All All All

Hardware Hp Omen X 900-1xx - All All All

Hardware Hp Omen X 900-2xx - All All All

Hardware Hp Omen X P1000-0xx - All All All

Hardware Hp Pavilion Gaming Laptop 15-dk2xxx - All All All

Hardware Hp Pavilion Gaming Laptop 15-ec2xxx - All All All

Hardware Hp Pavilion Gaming Laptop 16-a0xxx - All All All

Hardware Hp Pavilion Gaming Tg01-0xxxa - All All All

Hardware Hp Pavilion Gaming Tg01-0xxxi - All All All

Hardware Hp Pavilion Gaming Tg01-1xxxa - All All All

Hardware Hp Pavilion Gaming Tg01-1xxxi - All All All

Hardware Hp Pavilion Gaming Tg01-2xxx - All All All

Hardware Hp Pavilion Tp01-0xxx - All All All

Hardware Hp Pavilion Tp01-1xxx - All All All
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Reference Source Link

OMEN Gaming Hub Escalation of Privilege and Denial of Service for Certain OMEN PCs | HP® Customer Support MISC support.hp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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