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cvssananacLeriursccuian  Gertain versions of Officejet 7110 from Hp contain the foIIowing
: vulnerability:

A potential security vulnerability has been identified for the HP
Officedet 7110 Wide Format ePrinter that enables Cross-Site Scripting
(XSS).

AV

CVE-2021-3441 has been assigned by {#) hp-security-alert@hp.com to track the vulnerability - currently rated as severity.

CVSS3 Score: [#BEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ HiGH ]
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE |
CVSS2 Score: [355=LOW
Access Access Authentication
Vector Complexity
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link
HP Officedet 7110 Wide Format ePrinter — Cross-Site Scripting ) MISC support.hp.com/us-
(XSS) | HP® Customer Support en/document/ish_4433829-4433857-
16/hpsbpi03742
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/CVE-2021-3441.pdf
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

CVE-2021-3441 CVE Check is a python script to search targets for indicators of compromise
to CVE-2021-3441

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware = >4 Hp Officejet 7110 - All All All
Operating Hp Officejet 7110 Firmware All All All All

System

cpe:2.3:0:hp:officejet_7110_firmware: ™ "

No vendor comments have been submitted for this CVE

Social Mentions
Source Title Posted (UTC)

@tbutler0x90 Im excited to share my second Oday was designated a CVE! CVE-2021-3441 is an Unauthenticated 2021-08-20

Stored XSS in @HP Prin... twitter.com/i/web/status/1... 10:09:48
Unauthenticated Stored #XSS in HP Printers : github.com/ARPSyndicate/c... Credits: Tyler 2021-08-24
@scanfactory_io  Butler(github.com/tcbutler320/... twitter.com/i/web/status/1... 09:35:21
@tbutler0x90 The proof of concept exploit | developed for CVE-2021-3441, an unauthorized XSS vulnerability | 2021-08-26

disclosed to @hp ba... twitter.com/i/web/status/1... 01:54:20

@CVEreport CVE-2021-3441 : A potential security vulnerability has been identified for the HP OfficeJet 7110 Wide  2021-10-29

Format ePrint... twitter.com/i/web/status/1... 12:04:57
@0_exploit CVE-2021-3441 dlvr.it/'SBXG9t 2021-10-29
14:38:08
CVE-2021-3441 A potential security vulnerability has been identified for the HP OfficeJet 7110 Wide ~ 2021-10-30
@threatmeter Format ePrinter... twitter.com/i/web/status/1... 07:09:59
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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