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CVE CVE-2021-34414
State PUBLIC
Assigner security@zoom.us

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-27 14:15:00 UTC
Updated 2021-10-07 15:25:00 UTC
Description The network proxy page on the web portal for the Zoom on-premise Meeting Connector Controller before version 4.6.348.2
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zoom Meeting Connector All All All All

Application Zoom Recording Connector All All All All

Application Zoom Virtual Room Connector All All All All

Application Zoom Virtual Room Connector Load Balancer All All All All
References

Reference Source Link

Security Bulletins | Zoom CONFIRM  explore

CWE - CWE-78: Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection’) (4.9) MISC cwe.m

CVE Program record CVE.ORG www.c

NVD vulnerability detail NVD nvd.nis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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