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Summary

CVE CVE-2021-34428

State PUBLIC

Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-22 15:15:00 UTC

Updated 2023-11-07 03:35:00 UTC

Description For Eclipse Jetty versions <= 9.4.40, <= 10.0.2, <= 11.0.2, if an exception is thrown from the SessionListener#sessionDestroyed() method, then the session ID is not invalidated in the session ID manager. On deployments with clustered sessions and multiple contexts this can result in a session not being invalidated. This can result in an application used on a shared computer being left logged in.

Risk And Classification

Problem Types: CWE-613

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Application Eclipse Jetty All All All All

Application Eclipse Jetty All All All All

Application Eclipse Jetty All All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp E-series Santricity Os Controller All All All All

Application Netapp E-series Santricity Web Services - All All All

Application Netapp Element Plug-in For Vcenter Server - All All All

Application Netapp Santricity Cloud Connector - All All All

Application Netapp Snapmanager - All All All

Application Netapp Snap Creator Framework - All All All

Application Oracle Autovue For Agile Product Lifecycle Management 21.0.2 All All All

Application Oracle Communications Element Manager 8.2.2 All All All

Application Oracle Communications Services Gatekeeper 7.0 All All All

Application Oracle Communications Session Report Manager All All All All

Application Oracle Communications Session Route Manager All All All All
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Application Oracle Communications Session Route Manager All All All All

Application Oracle Rest Data Services All All All All

Application Oracle Siebel Core - Automation All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178738 Debian Security Update for jetty9 (DSA 4949-1)

179717 Debian Security Update for jetty9 (CVE-2021-34428)

239697 Red Hat Update for OpenShift Container Platform 4.9.0 packages and (RHSA-2021:3758)

730265 Eclipse Jetty Multiple Security Vulnerabilities (Bug 573389,574146)

770083 Red Hat OpenShift Container Platform 4.9 Security Update (RHSA-2021:3758)
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770107 Red Hat OpenShift Container Platform 4.9 Security Update (RHSA-2021-3758)
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