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Summary

CVE CVE-2021-3443

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-25 19:15:00 UTC

Updated 2021-03-30 16:52:00 UTC

Description A NULL pointer dereference flaw was found in the way Jasper versions before 2.0.27 handled component references in the JP2 image format decoder. A specially crafted JP2 image file could cause an application using the Jasper library to crash when opened.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 33 All All All

Application Jasper Project Jasper All All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

References

Reference Source Link

1939233 – (CVE-2021-3443) CVE-2021-3443 jasper: NULL pointer dereference in jp2_decode() in jp2_dec.c MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

281073 Fedora Security Update for jasper (FEDORA-2021-26cb56b3cb)

281074 Fedora Security Update for jasper (FEDORA-2021-51b2657092)
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281074 Fedora Security Update for jasper (FEDORA-2021-51b2657092)

281470 Fedora Security Update for jasper (FEDORA-2021-26cb56b3cb)

281471 Fedora Security Update for jasper (FEDORA-2021-9dd5090469)

281472 Fedora Security Update for jasper (FEDORA-2021-51b2657092)

354893 Amazon Linux Security Advisory for jasper : ALAS2-2023-2018

354896 Amazon Linux Security Advisory for jasper : ALAS-2023-1733

355078 Amazon Linux Security Advisory for jasper : AL2012-2023-402

670273 EulerOS Security Update for jasper (EulerOS-SA-2021-1804)

670629 EulerOS Security Update for jasper (EulerOS-SA-2021-2387)

752092 SUSE Enterprise Linux Security Update for jasper (SUSE-SU-2022:1475-1)

752094 SUSE Enterprise Linux Security Update for jasper (SUSE-SU-2022:1479-1)

900975 Common Base Linux Mariner (CBL-Mariner) Security Update for jasper (6494-1)
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