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CVE CVE-2021-3444
State PUBLIC
Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-23 18:15:00 UTC
Updated 2021-12-02 19:37:00 UTC
Description The bpf verifier in the Linux kernel did not properly handle mod32 destination register truncation when the source register w
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Risk And Classification

Problem Types: CWE-125 | CWE-681

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 20.04 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Linux Linux Kernel All All All All

References |
Reference Source Link Tags
Kernel Live Patch Security Notice LSN-0082-1 ~ Packet Storm MISC packetstormsecurity.com
Kernel Live Patch Security Notice LSN-0075-1 = Packet Storm MISC packetstormsecurity.com
oss-security - [CVE-2021-3444] Linux kernel bpf verifier incorrect mod32 truncation MISC www.openwall.com
oss-security - [CVE-2021-3444] Linux kernel bpf verifier incorrect mod32 truncation MLIST www.openwall.com
[SECURITY] [DLA 2785-1] linux-4.19 security update MLIST lists.debian.org
CVE-2021-3444 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org
CVE Program record CVE.ORG www.cve.org canonica
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http://cve.report/vendor/debian
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http://cve.report/software/linux/linux_kernel
http://packetstormsecurity.com/files/164950/Kernel-Live-Patch-Security-Notice-LSN-0082-1.html
http://packetstormsecurity.com/files/162117/Kernel-Live-Patch-Security-Notice-LSN-0075-1.html
https://www.openwall.com/lists/oss-security/2021/03/23/2
http://www.openwall.com/lists/oss-security/2021/03/23/2
https://lists.debian.org/debian-lts-announce/2021/10/msg00010.html
https://security.netapp.com/advisory/ntap-20210416-0006/
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=9b00f1b78809
https://www.cve.org/CVERecord?id=CVE-2021-3444

NVD vulnerability detail NVD nvd.nist.gov canonica

4]

Vendor Comments And Credit

Discovery Credit
LEGACY: De4dCrOw of 360 Alpha Lab

Legacy QID Mappings

159135 Oracle Enterprise Linux Security Update for Unbreakable Enterprise kernel (ELSA-2021-9140)

159136 Oracle Enterprise Linux Security Update for Unbreakable Enterprise kernel-container (ELSA-2021-9141)

174896 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:1177-1)

174897 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:1175-1)

174916 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:1210-1)

174917 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:1211-1)

174919 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:1238-1)

174950 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 21 for SLE 15) (SUSE-SU-2021:1344-1)
174952 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 23 for SLE 15) (SUSE-SU-2021:1347-1)
174953 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 23 for SLE 15 SP1) (SUSE-SU-2021:1395-1)
174955 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 17 for SLE 15 SP1) (SUSE-SU-2021:1365-1)
178844 Debian Security Update for linux-4.19 (DLA 2785-1)

180357 Debian Security Update for linux (CVE-2021-3444)

198307 Ubuntu Security Notification for Linux, Linux-aws, Linux-aws-5.4, Linux-azure, Linux-azure-5.4, Linux-gcp, (USN-4887-1)
610351 Google Pixel Android July 2021 Security Patch Missing

670488 EulerOS Security Update for kernel (EulerOS-SA-2021-2246)

670514 EulerOS Security Update for kernel (EulerOS-SA-2021-2272)

670707 EulerOS Security Update for kernel (EulerOS-SA-2021-2465)

750001 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:1572-1)

750004 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:1573-1)

750005 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:1595-1)

750006 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:1596-1)

750015 SUSE Enterorise Linux Securitv Undate for the Linux Kernel (SUSE-SU-2021:1624-1)


https://nvd.nist.gov/vuln/detail/CVE-2021-3444
http://cve.report/qid/159135
http://cve.report/qid/159136
http://cve.report/qid/174896
http://cve.report/qid/174897
http://cve.report/qid/174916
http://cve.report/qid/174917
http://cve.report/qid/174919
http://cve.report/qid/174950
http://cve.report/qid/174952
http://cve.report/qid/174953
http://cve.report/qid/174955
http://cve.report/qid/178844
http://cve.report/qid/180357
http://cve.report/qid/198307
http://cve.report/qid/610351
http://cve.report/qid/670488
http://cve.report/qid/670514
http://cve.report/qid/670707
http://cve.report/qid/750001
http://cve.report/qid/750004
http://cve.report/qid/750005
http://cve.report/qid/750006
http://cve.report/qid/750015
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750199 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:0758-1)
750276 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:0532-1)
750650 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:1975-1)
750652 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:1977-1)
750762 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:1977-1)
750766 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:1975-1)
900098 CBL-Mariner Linux Security Update for kernel 5.4.91

902793 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (3986)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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