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Summary

CVE CVE-2021-3446

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-25 19:15:00 UTC

Updated 2022-10-27 12:43:00 UTC

Description A flaw was found in libtpms in versions before 0.8.2. The commonly used integration of libtpms with OpenSSL contained a vulnerability related to the returned IV (initialization vector) when certain symmetric ciphers were used. Instead of returning the last IV it returned the initial IV to the caller, thus weakening the subsequent encryption and decryption steps. The highest threat from this vulnerability is to data confidentiality.

Risk And Classification

Problem Types: CWE-330

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 33 All All All

Application Libtpms Project Libtpms All All All All

Operating System Redhat Enterprise Linux 8.0 All All All

References

Reference Source

1939664 – (CVE-2021-3446) CVE-2021-3446 libtpms: return of wrong initialization vector when certain symmetric ciphers are used MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181947 Debian Security Update for libtpms (CVE-2021-3446)

281565 Fedora Security Update for libtpms (FEDORA-2021-8b584e5ebb)
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