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Summary

CVE CVE-2021-34544

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-07 21:15:00 UTC

Updated 2021-12-09 17:15:00 UTC

Description An issue was discovered in Solar-Log 500 before 2.8.2 Build 52 23.04.2013. In /export.html, email.html, and sms.html, cleartext passwords are stored. This may allow sensitive information to be read by someone with access to the device.

Risk And Classification

Problem Types: CWE-312

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Bkw Solar-log 500 - All All All

Operating System Bkw Solar-log 500 Firmware 2.8.2 build_50 All All

Operating System Bkw Solar-log 500 Firmware All All All All

References

Reference Source Link Tags

drive.google.com/file/d/1N8Ch1UGNcoocUaPhOe_1mAECOe5kr4pt/view MISC drive.google.com

Solar-Log 500 2.8.2 - Unprotected Storage of Credentials - Multiple webapps Exploit MISC www.exploit-db.com

Firmware for Solar-Log™ Devices MISC www.solar-log.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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